Industrial Protocols User Guide

Version 6.5, August 2023

www.moxa.com/products

MOXAN\

© 2023 Moxa Inc. All rights reserved.


https://www.moxa.com/products

Industrial Protocols User Guide

The software described in this manual is furnished under a license agreement and may be used only in accordance
with the terms of that agreement.

Copyright Notice

© 2023 Moxa Inc. All rights reserved.

Trademarks

The MOXA logo is a registered trademark of Moxa Inc.
All other trademarks or registered marks in this manual belong to their respective manufacturers.

Disclaimer

e« Information in this document is subject to change without notice and does not represent a commitment
on the part of Moxa.

e Moxa provides this document as is, without warranty of any kind, either expressed or implied, including,
but not limited to, its particular purpose. Moxa reserves the right to make improvements and/or
changes to this manual, or to the products and/or the programs described in this manual, at any time.

¢ Information provided in this manual is intended to be accurate and reliable. However, Moxa assumes no
responsibility for its use, or for any infringements on the rights of third parties that may result from its
use.

e This product might include unintentional technical or typographical errors. Changes are periodically
made to the information herein to correct such errors, and these changes are incorporated into new
editions of the publication.

Technical Support Contact Information

www.moxa.com/support


https://www.moxa.com/support

Table of Contents

MODBUS /TCP MAP . cucuiieieierererarararanssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasassssssssssssssssssssnsssnsnss 4
g Yo [Tt o o PP 4
Data Format and FUNCEION COO@. .. ..uuieiiiiiiii ettt e e a e e e e e e e e e e e e e e e e e eens 4
Configuring MODBUS/TCP 0N MOXa SWItCRES ... uiiiiiiiii i e e e e e aans 4
MODBUS Data Map and Information Interpretation of Moxa SWItCheS .. .....cviiiiiii e 5

3 =Y = 0 1 = 12
g Yo [Tt o ) 12
N1 ST= T T o T 1NV 0= PP 12
Configuring EtherNet/IP 0n MoXa SWIlCNES. ...ttt e e e e eaaans 12
(11 @] o [=Tot d o] il = o V=T o VL= o PP PP 13

s [T oL 1V @ ] o =T ot o OO 14
O A i (g1 (=T o F= Lo S @ o ) =Tt PSPPI PN 15
(== T g Lo ol I oY Q@ ) =Tl PP PPN 16
P TY=T 0 0] o1 V@ L o [T ot A PRSP 20
T To [l 2o 101 =T g @ 1 ) =Tt PP PP 20
[@fe] gl al=Tolu o] a I\ F=TaF=Te [T ol @] o) [T ol PR 21
(0] o o =T PP PPPIN 21
Moxa Networking Object (Vendor SPECIfIC) vttt e e e eaaaaens 22
Electronic Data Sheet (EDS) FilE ..ttt e et e et e a e e e e e e e n e e e enenes 25
Rockwell RSLogix 5000 Add-0n INStruCtioNS (AOI) ...uiuiitiiiiiiitiis sttt et et e e e aeaeaaeaens 25
X @ 2 g =3 = 1 =l o 25
{1 1= T 1= PP 36
1 Fo] Yo o o o 72X @ R = T 1 PPN 41
Rockwell FactoryTalk® VieW FaCeplate ...uuieiiiiiiiiii i e ettt e et eaa e e e eaenes 45
FactoryTalk® View Faceplate Installation ........cocoiiiiiiiiiii e e 45
Introduction to the Moxa CUuStOmM FaCeplate . .cuiuiiiiiii i e e e as 57

PROFINET I/ O ciiiimiuiumieiumeissensse s ss s s s s s s s s ss s s s s s s sss6ssss6a 688888888888 SESESSESESSESRSRESRSRNARSRNARSRERRS AR ER RS 60
g Yo [Tt o ) 60
PROFINET Environmental INErOdUCTIONS .. ..veieiiii it e et e e e e e e e e e e e e e e e e e e e nnns 60

PROFINET NetWorKing SErUCTUN . ..ot ittt e e e e e e e e et a e e e e e e e e eananans 60
PROFINET I/O DBVICES . eueueuentieeeieieieitenenanensasassssseee e e e e e e s e s e s e s e s asasaeneaeaenenenenenenenenenenenennnnens 61
Lo 2@ T N I o 0} oY PP 61
(DoAY o/= I [=t=Yo g o) u o] o = PP PPPN 61
Configuring PROFINET I/O 0N MOX@ SWILCNES .iuuiiiiii i e e e eaens 62
[ =Y o] L @ AV = I 7 PP 62
Addressing of I/0O Data in PROFINET I/O Based on Slot and Sub-SIotS........ccviiiiiiiiiiic e 63
Lo O AN I N ol o 1 = 63
[ @ T N I @Y [ ol I I - | = PP 64
g 2Ol N = I 74 @ T 2= T = . 1= /=] 65
IS (=T o N g =T | = [ o PP 67
Overview Of OpPeration PrOCEAUIE ...ttt ettt e e e e et e e e e e e a e e e a e e e eaenes 67
Create @ PROFINET I/O SUDNEE ProjeCt. .ttt e et e e e e e e a e e es 67
(1] D 1 TSI g =) = | = oo o PP 73
(DoAY (ol @leY a1 T U1 o= | [o] o PO PP PPN 74
Save and Load the Project into the PLC ... e e eaaas 80

[\ oY gl o] gl aTe I o g TTN ) VY] ol o PP PP 80



1. MODBUS/TCP MAP

Introduction

MODBUS TCP is a protocol commonly used for the integration of a SCADA system. It is also a vendor-
neutral communication protocol used to monitor and control industrial automation equipment such as PLCs,
sensors, and meters. In order to be fully integrated into industrial systems, Moxa’s switches support Modbus
TCP/IP protocol for real-time monitoring in a SCADA system.

Data Format and Function Code

MODBUS TCP supports different types of data format for reading. The primary four types of them are:

Data Access Type Function Function Name Note
Code
Physical Discrete Inputs |2 Read Discrete Inputs
Bit access Int.ernal Bits or Physical 1 Read Coils
Coils
Word access Physical Input Registers |4 Read Input Registers Moxa Support
(16-bit access) |Physical Output Registers|3 Read Holding Registers

Moxa switches support Function Code 4 with 16-bit (2-word) data access for read-only information.

Configuring MODBUS/TCP on Moxa Switches

Type 1

Modbus TCP

Enable

Select the checkbox and click Activate to enable the Modbus TCP.

Industrial Protocols User Guide 4



Type 2: New UI 2.0
Modbus TCP is disabled by default. To enable Modbus TCP, check Enable Modbus TCP then click Apply.

Industrial Protocol

EtherNet/IP
(] Enable EtherNet/IP

Note: IGMP snooping will be automatically enabled when EtherNet/IP is activated.

Modbus TCP
() Enable Modbus TCP

PROFINET l/O
() Enable PROFINET I/O

Apply

MODBUS Data Map and Information
Interpretation of Moxa Switches

The data map addresses of Moxa switches shown in the following table start from MODBUS address
30001 for Function Code 4. For example, the address offset 0x0000 (hex) equals MODBUS address 30001,
and the address offset 0x0010 (hex) equals MODBUS address 30017. Note that all the information read
from Moxa switches are in hex mode. To interpret the information, refer to the ASCII table for the
translation (e.g. 0x4D = ‘M’, Ox6F = ‘0’).

Address Offset _|Data Type Interpretation

System Information

0x0000 1 word HEX Vendor ID = 0x1393
0x0001 1 word Unit ID (Ethernet = 1)
0x0002 1 word HEX Product Code = 0x0003

Vendor Name = “Moxa”
Word 0 Hi byte = ‘M’
Word 0 Lo byte ="
0x0010 20 words ASCII Word 1 Hi byte = 'x’
Word 1 Lo byte ="
Word 2 Hi byte = "\0’

Word 2 Lo byte = "\0’
Product Name = “EDS-408A"
Word 0 Hi byte = ‘E’

Word 0 Lo byte =D’

Word 1 Hi byte
Word 1 Lo byte ="'-'

0x0030 20 words ASCII Word 2 Hi byte = ‘4’

Word 2 Lo byte =0’

Word 3 Hi byte = '8’

Word 3 Lo byte = A’

Word 4 Hi byte = "\0’

Word 4 Lo byte = "\0’
0x0050 1 word Product Serial Number
Firmware Version

Word 0 Hi byte = major (A)
0x0051 2 words Word 0 Lo byte = minor (B)
Word 1 Hi byte = release (C)
Word 1 Lo byte = build (D)

Il
o

Il
Q

Il
v
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Address Offset Data Type

Interpretation

Description

0x0053 2 words

HEX

Firmware Release Date

For example:

Word 0 = 0 x 0609

Word 1 = 0 x 0705

Firmware was released on 2007-05-06 at 09
o’clock

0x0055 3 words

HEX

Ethernet MAC Address

Ex: MAC = 00-01-02-03-04-05
Word 0 Hi byte = 0 x 00

Word 0 Lo byte = 0 x 01

Word 1 Hi byte = 0 x 02

Word 1 Lo byte = 0 x 03

Word 2 Hi byte = 0 x 04

Word 2 Lo byte = 0 x 05

0x0058 1 word

HEX

Power 1
0x0000: Off
0x0001: On

0x0059 1 word

HEX

Power 2
0x0000: Off
0x0001: On

0x005A 1 word

HEX

Fault LED Status
0x0000: No
0x0001: Yes

0x005B 6 words

ASCII

Product 12-digit full Serial Number

0x0080 1 word

HEX

DI1
0x0000:Off
0x0001:0n

0x0081 1 word

HEX

DI2
0x0000:Off
0x0001:0n

0x0082 1 word

HEX

DO1
0x0000:Off
0x0001:0n

0x0083 1 word

HEX

D02
0x0000:Off
0x0001:0n

Port Information

0x1000 to

0x1011 1 word

HEX

Port 1 to 8 Status
0x0000: Link down
0x0001: Link up
0x0002: Disable
OXFFFF: No port

0x1100 to

ox1111 1 word

HEX

Port 1 to 8 Speed
0x0000: 10M-Half
0x0001: 10M-Full
0x0002: 100M-Half
0x0003: 100M-Full
OxFFFF: No port

0x1200 to

0x1211 1 word

HEX

Port 1 to 8 Flow Ctrl
0x0000:Off
0x0001:0n
OXFFFF:No port

0x1300 to

0x1311 1 word

HEX

Port 1 to 8 MDI/MDIX
0x0000: MDI
0x0001: MDIX
OxFFFF: No port
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Address Offset

Interpretation

Description

0x1400 to
0x1413 (Port 1)

0x1414 to
0x1427 (Port 2)

Data Type

20 words

ASCII

Port 1 to 8 Description

Port Description = “100TX,R145.”
Word 0 Hi byte =1’

Word 0 Lo byte =0’

Word 1 Hi byte =0’

Word 1 Lo byte =T’

Word 4 Hi byte = ‘4’
Word 4 Lo byte =5’
Word 5 Hi byte ="."
Word 5 Lo byte = "\0’

Packets Information

0x2000 to
0x2023

2 words

HEX

Port 1 to 8 Tx Packets

Ex: port 1 Tx Packet Amount = 44332211
Received MODBUS response:
0x44332211

Word 0 = 4433

Word 1 = 2211

0x2100 to
0x2123

2 words

HEX

Port 1 to 8 Rx Packets

Ex: port 1 Rx Packet Amount = 44332211
Received MODBUS response:
0x44332211

Word 0 = 4433

Word 1 = 2211

0x2200 to
0x2223

2 words

HEX

port 1 to 8 Tx Error Packets

Ex: port 1 Tx Error Packet Amount = 44332211
Received MODBUS response:

0x44332211

Word 0 = 4433

Word 1 = 2211

0x2300 to
0x2323

2 words

HEX

port 1 to 8 Rx Error Packets

Ex: port 1 Rx Error Packet Amount = 44332211
Received MODBUS response:

0x44332211

Word 0 = 4433

Word 1 = 2211

Redundancy Information

0x3000

1 word

HEX

Redundancy Protocol
0x0000:None
0x0001:RSTP
0x0002:Turbo Ring
0x0003:Turbo Ring V2
0x0004:Turbo Chain
0x0005: MSTP

0x3100

1 word

HEX

RSTP Root

0x0000: Not Root
0x0001: Root

OXFFFF: RSTP Not Enable

0x3200 to
0x3211

1 word

HEX

RSTP Port 1 to 8 Status
0x0000: Port Disabled
0x0001: Not RSTP Port
0x0002: Link Down
0x0003: Blocked
0x0004: Learning
0x0005: Forwarding
OXFFFF: RSTP Not Enable

0x3300

1 word

HEX

TurboRing Master/Slave
0x0000: Slave

0x0001: Master

OxFFFF: Turbo Ring Not Enable
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Address Offset |Data Type Interpretation (Description

TurboRing 1st Port status

0x0000: Port Disabled

0x0001: Not Redundant Port
0x3301 1 word HEX 0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

TurboRing 2nd Port status

0x0000: Port Disabled

0x0001: Not Redundant Port
0x3302 1 word HEX 0x0002: Link Down

0x0003: Blocked

0x0004: Learning
0x0005:Forwarding

TurboRing Coupling

0x0000: Off

0x0001: On

OXFFFF: Turbo Ring is Not Enabled
TurboRing Coupling Port Status
0x0000: Port Disabled

0x0001: Not Coupling Port

0x3304 1 word HEX 0x0002: Link Down

0x0003: Blocked

0x0005: Forwarding

OxFFFF: Turbo Ring is Not Enabled
TurboRing Coupling Control Port Status
0x0000: Port Disabled

0x0001: Not Coupling Port

0x0002: Link Down

0x3305 1 word HEX 0x0003: Blocked

0x0005: Forwarding

0x0006: Inactive

0x0007:Active

OxFFFF:Turbo Ring is Not Enabled
TurboRing V2 Coupling Mode
0x0000: None

0x0001: Dual Homing

0x0002: Coupling Backup

0x0003: Coupling Primary
OxFFFF:Turbo Ring V2 is Not Enabled
TurboRing V2 Coupling Port Primary Status
(Used in Dual Homing, Coupling Backup, and
Coupling Primary)

0x0000:Port Disabled

0x0001: Not Coupling Port

0x3501 1 word HEX 0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OXFFFF: Turbo Ring V2 is Not Enabled

0x3303 1 word HEX

0x3500 1 word HEX

TurboRing V2 Coupling Port Backup Status
(Only using in Dual Homing)

0x0000: Port Disabled

0x0001: Not Coupling Port

0x3502 1 word HEX 0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OXFFFF: Turbo Ring V2 Not Enable
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Address Offset |Data Type Interpretation (Description

TurboRing V2 Ring 1 status

0x0000: Healthy

0x0001: Break

OxFFFF:Turbo Ring V2 Not Enable

TurboRing V2 Ring 1 Master/Slave

0x0000: Slave

0x0001: Master

OXFFFF: Turbo Ring V2 Ring 1 Not Enable
TurboRing V2 Ring 1 1st Port Status
0x0000: Port Disabled

0x0001: Not Redundant Port

0x0002: Link Down

0x0003: Blocked

0x0004:Learning

0x0005:Forwarding

OXFFFF:Turbo Ring V2 Ring 1 is Not Enabled
TurboRing V2 Ring 1’s 2nd Port Status
0x0000: Port Disabled

0x0001: Not Redundant Port

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OxFFFF: Turbo Ring V2 Ring 1 is Not Enabled
TurboRing V2 Ring 2 Status

0x0000: Healthy

0x0001: Break

OXFFFF: Turbo Ring V2 Ring 2 is Not Enabled
TurboRing V2 Ring 2 Master/Slave

0x0000: Slave

0x0001: Master

OxFFFF: Turbo Ring V2 Ring 2 is Not Enabled
TurboRing V2 Ring 2’s 1st Port Status
0x0000: Port Disabled

0x0001: Not Redundant

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OxFFFF: Turbo Ring V2 Ring 2 is Not Enabled
TurboRing V2 Ring 2’s 2nd Port Status
0x0000: Port Disabled

0x0001: Not Redundant

0x0002: Link Down

0x3683 1 word HEX 0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OXFFFF: Turbo Ring V2 Ring 2 is Not Enabled

0x3600 1 word HEX

0x3601 1 word HEX

0x3602 1 word HEX

0x3603 1 word HEX

0x3680 1 word HEX

0x3681 1 word HEX

0x3682 1 word HEX

Turbo Chain Switch Roles

0x0000: Head

0x3700 1 word HEX 0x0001: Member

0x0002: Tail

OXFFFF: Turbo Chain is Not Enabled
Turbo Chain 1st Port status
0x0000: Link Down

0x0001: Blocking

0x0002: Blocked

0x0003: Forwarding

OxFFFF: Turbo Ring V2 Ring 2 Not Enable

0x3701 1 word HEX
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Address Offset |Data Type Interpretation (Description

Turbo Chain 2nd Port status
0x0000: Link Down
0x0001: Blocking
0x3702 1 word HEX 0x0002: Blocked
0x0003: Forwarding
OXFFFF: Turbo Ring V2 Ring 2 Not Enable
MSTP Register
MSTP CIST Port Role / Port State
0x00: DisabledPort / 0x00 Port Disabled
1 word, 0x0103 0x01: DesignatedPort / 0x01 Discarding
=> port role = 0x02: RootPort / 0x02 Learning
0x4000 ~ 0x407F |DesignatedPort HEX 0x03: AlternatePort / 0x03 Forwarding
port state = 0x04: BackupPort
Forwarding 0x06: Not MSTP Port / 0x06Not MSTP
Port
OXFFFF: MSTP Not Enable
MSTP MSTI1 Port Role / Port State
0x00: DisabledPort / 0x00 Port Disabled
0x01: DesignatedPort / 0x01Discarding
i:vc;;i’t ?0)721:03 0x02: RootPort / 0x02Learning _
0x4080 ~ Ox40FF |DesignatedPort HEX 0x03: AlternatePort / 0x03Forwarding
port state = 0x04: BackupPort
Forwarding 0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP
Port
OXFFFF: MSTP Not Enable
MSTP MSTI2 Port Role / Port State
0x00: DisabledPort / 0x00 Port Disabled
0x01: DesignatedPort / 0x01Discarding
i:vc;;i’t ?0)721:03 0x02: RootPort / 0x02Learning _
0x4100 ~ 0x417F |DesignatedPort HEX 0x03: AlternatePort / 0x03Forwarding
port state = 0x04: BackupPort
Forwarding 0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP
Port
OXFFFF: MSTP Not Enable
MSTP MSTI3 Port Role / Port State
0x00: DisabledPort / 0x00 Port Disabled
0x01: DesignatedPort / x01Discarding
i:vc;;i’t ?0)721:03 0x02: RootPort / 0x02Learning _
0x4180 ~ Ox41FF |DesignatedPort HEX 0x03: AlternatePort / 0x03Forwarding
port state = 0x04: BackupPort
Forwarding 0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP
Port
OXFFFF: MSTP Not Enable
MSTP MSTI4 Port Role / Port State
0x00: DisabledPort / 0x00 Port Disabled
0x01: DesignatedPort / 0x01Discarding
i:vc;;i’t ?0)721:()3 0x02: RootPort / 0x02Learning _
0x4200 ~ 0x427F |DesignatedPort HEX 0x03: AlternatePort / 0x03Forwarding
port state = 0x04: BackupPort
Forwarding 0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP
Port
OXFFFF: MSTP Not Enable
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Address Offset

Interpretation

Description

Data Type

MSTP MSTI5 Port Role / Port State

0x00: DisabledPort / 0x00 Port Disabled
0x01: DesignatedPort / 0x01Discarding
i:vc;r:r,t r00)|(21=03 0x02: RootPort / 0x02Learning .
0x4280 ~ Ox42FF |DesignatedPort HEX 0x03: AlternatePort / 0x03Forwarding
port state = 0x04: BackupPort
Forwarding 0x05: MasterPort
0x06: Not MSTP Port / 0xO6Not MSTP
Port
OXFFFF: MSTP Not Enable
MSTP MSTI6 Port Role / Port State
0x00: DisabledPort / 0x00 Port Disabled
0x01: DesignatedPort / 0x01Discarding
i:vc;r:r,t r00)|(21=03 0x02: RootPort / 0x02Learning _
0x4300 ~ 0x437F |DesignatedPort HEX 0x03: AlternatePort / 0x03Forwarding
port state = 0x04: BackupPort
Forwarding 0x05: MasterPort
0x06: Not MSTP Port / 0xO6Not MSTP
Port
OXFFFF: MSTP Not Enable
MSTP MSTI7 Port Role / Port State
0x00: DisabledPort / 0x00 Port Disabled
0x01: DesignatedPort / 0x01Discarding
i:vc;r:r,t r00)|(21=03 0x02: RootPort / 0x02Learning
0x4380 ~ Ox43FF |DesignatedPort HEX 0x03: AlternatePort / 0x03Forwarding
port state = 0x04: BackupPort
Forwarding 0x05: MasterPort
0x06: Not MSTP Port / 0xO6Not MSTP
Port
OXFFFF: MSTP Not Enable

Industrial Protocols User Guide

11




2. EtherNet/IP

Introduction

EtherNet/IP is an Industrial Ethernet Protocol defined by the ODVA association. The protocol is open to the
public and vendors can implement EtherNet/IP into their industrial devices without incurring a license fee.
Many vendors have adopted this protocol as the standard communication protocol between devices. For
example, Rockwell Automation uses EtherNet/IP as the standard protocol for their Logix controllers over
Ethernet networks.

To allow complete integration with a Rockwell system, Moxa switches not only provide a full-functioning of
industrial network infrastructure, but also enable the SCADA system to monitor the status of the switches as
well as that of the PLCs, .making the switches part of a Rockwell system.

Messaging Types

EtherNet/IP supports two types of communication methods for EtherNet/IP devices: Explicit Messaging and
Implicit Messaging. Explicit Messaging is unscheduled and is used for a request/response communication
procedure (or client/server procedure). Explicit Messaging uses TCP/IP over Ethernet. Implicit Messaging is
scheduled and is used for a producer/consumer communication with UDP over Ethernet. Implicit Messaging
is also called I/O Messaging.

Configuring EtherNet/IP on Moxa Switches

Type 1:

Ethernet/IP

O Enable (Enable IGMP Snooping automatically after activating)
@® Disable (] (Disable IGMP Snooping after activating)

Check the Enable checkbox to enable EtherNet/IP. With EtherNet/IP enabled, IGMP Snooping and IGMP
Query functions will be enabled automatically to be properly integrated in Rockwell systems for multicast
Implicit (I/0) Messaging.
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Type 2: New UI 2.0
EtherNet/IP is disabled by default. To enable EtherNet/IP, check Enable EtherNet/IP then click Apply.

Industrial Protocol

EtherNet/IP

(] Enable EtherNet/IP
Note: IGMP snooping will be automatically enabled when EtherNet/IP is activated.

Modbus TCP
() Enable Modbus TCP

PROFINET l/O
() Enable PROFINET I/O

CIP Objects of EtherNet/IP

Several communication objects are defined in CIP (Common Industrial Protocol). Moxa switches support the
following objects for PLCs and SCADA systems to monitor:

e Identity Object

e TCP/IP Interface Object

e Ethernet Link Object

e Assembly Object

e Message Router Object

e Connection Manager Object

e Port Object

e Moxa Networking Object (Vendor Specific)

The supported attributes and services of the above objects are introduced in the table below, including the

access rules for each attribute. To understand the details of each attribute of the standard objects, refer to
the official documents of CIP introduction (Vol. 1) and the EtherNet/IP Adaptation of CIP (Vol. 2).
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Identity Object

The Class code of Identity object is 0x01 (Defined in CIP Vol1, 5-2).

There is one instance of this object in our product. It stores the information of the production and the
device. The following tables summarize the class attributes and the instance attributes.

Class Attribute List

1 Get Revision UINT (16) Revision of this object
Maximum instance number of an object
2 Get Max Instance UINT (16) currently created in this class level of the
device

Number of object instances currently created
in this class level of the device.

. The attribute ID number of the last class
Maximum ID Number

6 Get Class Attributes UINT (16) attribute of the class definition implemented

3 Get Number of Instances UINT (16)

in the device
Maximurn ID Number The attribute ID number of the last instance
7 Get . UINT (16) attribute of the class definition implemented
Instance Attributes ) .
in the device

Instance Attribute List

A
Attr ID m (Struct.) |Data Type Description

1 Get Vendor ID UINT (16) 991, the vendor ID of Moxa.
2 Get Device Type UINT (16) 0 x 307, “Managed Ethernet Switch”.
3 Get Product Code UINT (16) Please refer to Product Code Table.
(Struct.) The version of the Identity object
4 Get Revision Major USINT (8) The structure member, major
Minor USINT (8) The structure member, minor.
5 Get Status WORD (16) Not used
6 Get Serial Number UDINT (32) The serial number of each device
SHORT_ The product name in human-readable
7 Get Product Name STRING format
The assigned switch name
. For example:
15 Get/Set  |Assigned Name STRINGI “Managed Redundant Switch xxxxx".
(xxxxx is series number.)
Geographic The assigned switch location
17 Get/Set Location STRINGI The default string is “Switch Location”.

The Identity Object Instance supports the following CIP Common services:

Common Service List

Implementation

Service Name Description
Instance
0x01 v v Get_Attributes_All Returns the contents of all attributes of the class
0xO0E v v Get_Attribute_Single Used to read an object instance attribute.
0x10 v Set_Attribute_Single Used to write an object instance attribute
0x05 4 Reset Invokes the reset service for the device

Product Code Table

Product Code Model Name ZZZZUCt Model Name Product Code Model Name

0x0001 EDS-518A 0x001D |EOM-104FO 0x0050 ICS-G7828A
0x0002 EDS-405A 0x0020 |EDS-P506A 0x0050 ICS-G7826A
0x0003 EDS-408A 0x0021 |PT-7728-PTP 0x0050 IKS-G6824A
0x0004 EDS-505A 0x0022 |PT-510 0x0051 ICS-G7752A
0x0005 EDS-508A 0x002C |PT-508 0x0051 ICS-G7750A
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Product Code Model Name Z::;:uct Model Name Product Code Model Name

0x0006 EDS-510A 0x002D |PT-7528 0x0051 ICS-G7748A
0x0007 EDS-516A 0x0033 |EDS-G508E 0x0052 ICS-G7852A
0x0009 PT-7728 0x0033 |EDS-G512E 0x0052 ICS-G7850A
0x000B PT-7828 0x0033 |EDS-G516E 0x0052 ICS-G7848A
0x000C PT-7710 0x0033 |EDS-G512E-8POE 0x0053 EDS-518E
0x000F EDS-G509 0x003B |EDS-408A-SS-ST-BP 0x0056 IKS-6728A-8POE
0x0010 EDS-P510 0x003C |EDS-510A-3SFP-2SSC  |0x0057 RedBox
0x0013 EDS-608 0x0040 |EDS-P510A-8PoE 0x0058 IKS-6728A
0x0015 EDS-611 0x0041 |IEX-402-VDSL 0x0058 IKS-6726A
0x0016 EDS-616 0x0043 |EDS-510E 0x0064 EDS-528E
0x0017 EDS-619 0x004F |ICS-G7528A 0x0065 PT-G7828
0x0018 EOM-104 0x004F |ICS-G7526A 0x0070 PT-G7728
0x0019 PT-G7509 0x004F |IKS-G6524A 0x0071 EDS-P506E

TCP/IP Interface Object

The Class code of TCP/IP Interface object is O0xf5 (Defined in CIP Vol2, 5-3). There is one instance of this
object.

The following tables summarize the attributes of this object.

Class Attribute List

A

1 Get Revision UINT (16) Revision of this object.
Maximum instance number of an object

2 Get Max Instance UINT (16) currently created in this class level of the
device

3 Get Number of Instances UINT (16) Number of object instances currently created

at this class level of the device
Maximum ID Number The attribute ID number of the last class
6 Get . UINT (16) attribute of the class definition implemented
Class Attributes ) .
in the device
) The attribute ID number of the last instance
Maximum ID Number

7 Get Instance Attributes UINT (16) :attrlbute of the class definition implemented
in the device

Instance Attribute List

Attr ID |Access Rule |[Name  [(Struct.) Data Type |Description |

Interface status

0 = The Interface Configuration
attribute has not been configured.

1 Get Status DWORD (32) |1 = The Interface Configuration
attribute contains valid

configuration obtained from

BOOTP, DHCP or non-volatile storage.
Interface capability flags

Bit map of capability flags:

Configurati Bit 0: BOOTP Client
2 Get on DWORD (32) |[Bit 1: DNS Client
Capability Bit 2: DHCP Client

Bit 3: DHCP-DNS Update
Bit 4: Configuration Settable

Industrial Protocols User Guide 15



Attr ID |Access Rule

(Struct.)

Data Type

Description

Interface control flags
Bit map of control flags:
Bit 0 to 3: Startup Configuration

0 = The device shall use the
interface configuration values
previously stored (for example,

Configurati in non-volatile memory or via hardware
3 Get/Set on Control DWORD (32) |witches).

1 = The device shall obtain its
interface configuration values via
BOOTP.

2 = The device shall obtain its
interface configuration values via DHCP
upon start-up.

3 tol5 = Reserved.

Physical . (Struct.) P.ath to physical link object
. . Path Size UINT (16) Size of Path
4 Get Link Object - - ——
Path padded EPATH Loglc_al segmenFs identifying the
physical link object
(Struct.) TCP/IP network interface configuration
IP Address UDINT (32) The device’s IP address
Network Mask [UDINT (32) The device’s network mask
Interface Gateway
5 Get/Set Configurati Address UDINT (32) Default gateway address
on Name Server [UDINT (32) Primary name server
Name Server2 |[UDINT (32) Secondary name server
Domain Name STRING Default domain name
6 Get/Set Host Name STRING Host name

The TCP/IP Object Instance supports the following CIP Common services:

Common Service List

Implementation

Instance

Service Name

Description

0xo01 4 v Get_Attributes_All Returns the contents of all attributes of the class
0 x OE v 4 Get_Attribute_Single Used to read an object instance attribute
0x10 4 Set_Attribute_Single Used to modify an object instance attribute

Ethernet Link Object

The Class code of Ethernet Link object is O0xf6 (Defined in CIP Vol2, 5-4). For each switch port, there is an
instance of this class. The following table shows the mapping of instance number and the switch port
number.

Instance Number Mapping to
Ethernet Link class
1st switch port
2nd switch port

3rd switch port

WIN|+=|O

The following tables summarize the attributes of the Ethernet Link object.
There are some vendor specific attributes in the table (Starting from attribute Id 100).
Class Attribute List

Attr ID

Data Type |Description

UINT (16) |Revision of this object
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Maximum instance number of an object
2 Get Max Instance UINT (16) currently created in this class level of the device
3 Get Number of Instances UINT (16) lember of object |nstanc.es currently created in
this class level of the device
Maximurn ID Number The attribute ID number of the last class
6 Get . UINT (16) |attribute of the class definition implemented in
Class Attributes .
the device
Maximum ID Number The attribute ID number of the last instance
7 Get . UINT (16) |attribute of the class definition implemented in
Instance Attributes .
the device
100 Get Moxa-specific Revision UINT (16) |Revision of Moxa specific attributes and services

Instance attribute list

Attr ID :ET:SS Name (Struct.) |Data Type Description
Interface speed currently in use
1 Get Interface Speed UDINT (32) (Speed in Mbps, e.g., 0, 10, 100,
1000, etc.)
2 Get Interface Flags DWORD (32) Refer to the Interface Flags table.
. ARRAY of 6 MAC layer address (The System
3 Get Physical Address USINT(8) MAC address).
(Struct.) Counters relevant to the receipt of
packets.
In Octets |UDINT (32) Octets received on the interface.
In Ucast Unicast packets received on
Packets UDINT (32) the interface.
In NUcast Non-unicast packets received on
Packets UDINT (32) the interface.
. Inbound packets received on
In Discards \UDINT (32) the interface but are discarded.
Inbound packets that contain
4 Get Interface Counters  I1n Errors  |UDINT (32) Errors (does not include In
Discards).
Out Octets |[UDINT (32) Octets sent on the interface.
Out Ucast Unicast packets sent on the
Packets UDINT (32) interface.
Out NUcast Non-unicast packets sent on
Packets UDINT (32) the interface.
Out .
Discards UDINT (32) Discarded outbound packets.
Out Errors |UDINT (32) Outbound packets that contain
errors.
(Struct.)
Alignment Received frames that are not an
9 UDINT (32) integral number of octets in
Errors
length.
Received frames that do not pass
FCS Errors |UDINT (32) the FCS check.
5 Get Media Counters Single Successfully transmitted frames
- UDINT (32) which experienced exactly one
Collisions .
collision.
Multiple Successfully transmitted frames
. p UDINT (32) which experienced more than one
Collisions .
collision.
SQE Test UDINT (32) Number of tlme.s the SQE test
Errors error message is generated.
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Alarm

Deferred Frames for which first
Transmissi [UDINT (32) transmission attempt is delayed
ons because the medium is busy.
Late Number of times a collision is
L. UDINT (32) detected later than 512 bit times
Collisions ) .
into the transmission of a packet.
Excgs_sive UDINT (32) Frgmes for which t_ransmi.ss_ion
Collisions fails due to excessive collisions.
MAC Frames for which transmission
Transmit |UDINT (32) fails due to an internal MAC
Errors sublayer transmit error.
. Times that the carrier sense
Carrier .
Sense UDINT (32) condition was lost or ngver
Errors asserte.d when attempting to
transmit a frame.
Frame Too UDINT (32) Rece_ived frame; that exceed. the
Long maximum permitted frame size.
MAC Frames for which reception on an
Receive UDINT (32) interface fails due to an internal
Errors MAC sublayer receive error.
(Struct.) ;onfiguration for physical
interface.
Bit 0: Auto-Negotiate
Value 0: Force
Control . Value 1: Auto-Nego
6 Get/Set |Interface Control Bits WORD (16) Bit 1: Half/Full Duplex
Value 0: half duplex
Value 1: full duplex
Bit 2 to 15: Reserved, all zero
;::{:refice UINT (16) Speed at which the interface
shall be forced to operate.
Speed
10 Get Interface Label SHORT_STRING [Human readable identification
100 Get Interface Port Index UDINT (32) Port index.
101 Get Interface Media Type STRING Media type
Value 0: Disabled Broadcast Storm
Protection.
102 Get/Set Broadcgst Storm USINT (8) Value 1 Enable Broadcast Storm
Protection Protection.
(Only selected products support
this function)
103 |Get Interface Utilization USINT (8) RX interface utilization in
percentage
Utilization RX interface utilization upper limit
104 Get/Set |Alarm Upper USINT (8) .
Threshold in percentage
Utilization
105  |Get/Set ’:(')avc(';”r USINT (8) Not supported
Threshold
Value 0: Ignore
Value 1: On (Relay 1)
106 Get/Set |Port Link Alarm USINT (8) Value 2: On (Relay 2)
Value 3: Off (Relay 1)
Value 4: Off (Relay 2)
) Value 0: Disable
107 |Get/set | Ot Traffic-Overload USINT (8) Value 1: Enable(Relay 1)

Value 2: Enable(Relay 2)
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Access

108 Tx Unicast Packet UDINT(32) Number of TX unicast packets per
Rate second
109 Get Rx Unicast Packet UDINT(32) Number of RX unicast packets per
Rate second
110 Get Tx Multicast Packet UDINT(32) Number of TX multicast packets
Rate per second
111 Get Rx Multicast Packet UDINT(32) Number of RX multicast packets
Rate per second
112 Get Tx Broadcast Packet UDINT(32) Number of TX broadcast packets
Rate per second
113 Get Rx Broadcast Packet UDINT(32) Number of RX broadcast packets
Rate per second
114 |Get Tx Multicast Packet UDINT(32) Total number of TX multicast
packets
115  |Get Rx Multicast Packet UDINT(32) Total number of RX multicast
packets
116 |Get Tx Broadcast Packet UDINT(32) Total number of TX broadcast
packets
117 |Get Rx Broadcast Packet UDINT(32) Total number of RX broadcast
packets
Bit 0 = Disable
Bit 1 = Not Redundant port
Redundant Port Bit 2 = Link down
118 Get Status UDINT(32) Bit 3 = Blocking
Bit 4 = Learning
Bit 5 = Forwarding

Interface Flags
Bit(s) Called Definition
0 indicates an inactive link;

0 Link Status 1 indicates an active link.
0 indicates half duplex;
1 Half/Full Duplex 1 indicates full duplex.
Indicates the status of link auto-negotiation
0 = Auto-negotiation in progress.
1 = Auto-negotiation and speed detection failed. Using default values
for speed and duplex. Default values are product-dependent;
24 Negotiation Status recommended defaults are 10Mbps and half duplex.

2 = Auto negotiation failed but detected speed. Duplex was defaulted.
Default value is product-dependent; recommended default is half
duplex.

3 = Successfully negotiated speed and duplex.

4 = Auto-negotiation not attempted. Forced speed and duplex.

0 indicates the interface can activate changes to link parameters
Manual Setting Requires |(auto-negotiate, duplex mode, interface speed) automatically. 1
Reset indicates the device requires a Reset service be issued to its Identity
Object in order for the changes to take effect.

0 indicates the interface detects no local hardware fault; 1 indicates a
local hardware fault is detected. The meaning of this is product-

Local Hardware specific. For example, an AUI/MII interface might detect no

6 transceiver attached, or a radio modem might detect no antenna

Fault attached. In contrast to the soft, possibly self-correcting nature of the
Link Status being inactive, this is assumed a hard-fault requiring user
intervention.
7~31 Reserved. Shall be set to zero

The Ethernet Link Object Instance supports the following CIP common services:
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Common Service List

Implementation . . .-
Descrlptlon

Get_Attribute_Single
Set_Attribute_Single

Used to read an object instance attribute
Used to modify an object instance attribute

Assembly Object

The Moxa switch support static assembly object for CIP I/O messaging.
The Class code is 0x04 (Defined in CIP Vol 1, 5-5).

There are three instances of this object as the following.

Input 2 5
Output 1 2
Configuration 3 0

The Input means the data is produced by switch which includes the information and status report to the
originator for monitoring. The Output means the data is generated by the originator (remote host) and is
consumed by switch.

Class Attribute List
Attr ID Access Rule
1 Get

Data Type
UINT (16)

Description
Revision of this object

Revision

Instance Attribute List

Attr ID Access Rule Name (Struct.) (Data Type Description
3 Get/Set Data Array of BYTE The implicit messaging content
4 Get Size UINT (16) Number of bytes in Attr. 3

Common Service List

Implementation . . .-
Descrlptlon

Get_Attribute_Single
|0x10 \ v Set_Attribute_Single

Used to read an object instance attribute
|Used to modify an object instance attribute

For the definition of the I/O messaging, see the following table for details.

I/0 Messaging Content

Direction |I/O data Size Value & Description
Switch Fault Status |[UDINT (32) |Please refer to Moxa Networking Object Attr ID 2.
Input Port Exist ULINT (64) Please refer to Moxa Networking Object Attr ID 4.
Port Link Status ULINT (64) Please refer to Moxa Networking Object Attr ID 6.
Output Port Enable ULINT (64) Please refer to Moxa Networking Object Attr ID 5.

Message Router Object

The object within a node that distributes messaging requests to the appropriate application objects.

The supported messaging connections are as the following:

e Explicit Messaging

¢ Unconnected Messaging

e Implicit messaging

When using the UCMM to establish an explicit messaging connection, the target application object is the
Message Router object (Class Code 2).
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Class Attribute List

Attr ID Data Type Descriptions

1 Get Revision UINT (16) Revision of this object

Instance Attribute List

Attr ID m (Struct.) |Data Type Description

(Struct.) A list of supported objects

Number of supported classes in the
classes array

Classes Array of UINT (16) |List of supported class codes

1 Get Object_list Number UINT (16)

> Get Number UINT (16) Maximum number of connections
Available supported

3 Get Nur_nber UINT (16) Number of connections currently used
Active by system components

4 Get Active Array of UINT (16) A list of the connection IDs of the

Connections currently active connections

Common Service List

Implementation

Service Name Description

Instance
0xO0E v Get_Attribute_Single Used to read an object instance attribute

Connection Manager Object

The Connection Manager Class allocates and manages the internal resources associated with both I/O and
Explicit Messaging connections.

The class code is 0x06. There is one instance of this object.

The supported connection trigger type is cyclic and change of state.

The instance attribute list is introduced as the following.

Class Attribute List

Attr ID Data Type |Description

1 Get Revision UINT (16) Revision of this object

Instance Attribute List

1 Get/Set |Open Requests UINT (16) Number of Forward Open service requests received

Common Service List

Implementation . "
Descrl ptlon
v

0x0e 4 Get_Attribute_Single Returns the contents of the specified attribute
0x10 v Set_Attribute_Single Used to modify an object instance attribute
Ox4E v Forward_Close Closes a connection

0x54 v Forward_Open Opens a connection

Port Object

The port object represents the underlying interface of CIP which is EtherNet/IP.
The class code is 0xf4. There is one instance of this object.

The instance attribute “Port Type” identifies the CIP adaptation.
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Class Attribute List

Attr ID :ZT:SS Name (Struct.) Data Type |Description
1 Get Revision UINT (16) Revision of this object
Maximum instance number of an object
2 Get Max Instance UINT (16) |currently created in this class level of the
device
Number of Number of object instances currently
3 Get Instances UINT (16) created at this class level of the device.
The attribute ID number of the last class
8 Get Entry Port UINT (16) attribute of the class definition implemented
in the device
(Array of
9 Get Port Instance Struct.)
Info Port Type UINT (16) Enumerates the type of port
Port Number UINT (16) CIP port number associated with this port
Instance Attribute List
Attr ID :ZT:SS Name (Struct.) Data Type |Description
Enumerates the type of port.
1 Get Port Type UINT (16) 4 = EtherNet/IP.
CIP port number associated with this port.
2 Get Port Number UINT (16) (Value 1 is reserved for internal product use)
(Struct.)
3 Get Link Object Path Length |[UINT (16) Number of 16 bit words in the fo!lowmg pa.th.
Link Path Padded Logical path segments that identify the object
EPATH for this port.
String which names the physical network
4 Get Port Name SHORT_STRI port. The maximum number of characters in
NG L
the string is 64.
Port Type SHORT STRI Strln.g which names the port type.. The .
5 Get maximum number of characters in the string
Name NG .
is 64.
Port SHORT STRI Strln.g which describes the port. The .
6 Get/Set _— maximum number of characters in the string
Description NG .
is 64.
padded Node number of this device on port. The
7 Get Node Address range within this data type is restricted to a
EPATH
Port Segment.
Electronic key of network/chassis this port is
9 Get Port Ke Packed attached to. This attribute shall be limited to
Y EPATH format 4 of the Logical Electronic Key
segment.

Common Service List

Implementation

Instance

Service Name

Description

OxO0E

v

Get_Attribute_Single

Used to read an object instance attribute

0x10

Set_Attribute_Single

Used to modify an object instance attribute

Moxa Networking Object (Vendor Specific)

The Moxa Networking object includes system information and status.

It can also be used to do the device diagnostic & configuration through explicit messaging.

The class code is 0x404.
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Class Attribute List

Attr ID Access Rule |Name |Data Type |Description

1 Get Revision UINT (16) Revision of this object

Instance Attribute List

Attr ID ::cl::ss Name Data Type Description

1 Get Firmware Version |UDINT (32) |Switch firmware version
Switch fault status

Bit 0: Reserved

Value 0: Ok

Value 1: Fail

Bit 1: Reserved

Value 0: Ok

Value 1: Fail

Bit 2: Port utilization alarm
Value 0: No alarm
Value 1: alarm

Bit 3: Port link up
Value 0: No alarm
Value 1: Alarm

Bit 4: Port link down
Value 0: No alarm
Value 1: Alarm

Bit 5: Turbo ring break(Ring Master only)
Value 0: No alarm
Value 1: Alarm

Bit 6: Power Input 1 fail
Value 0: No alarm
Value 1: Alarm

Bit 7: Power Input 2 fail
UDINT (32) |Value 0: No alarm
Value 1: Alarm

Bit 8:DI 1(off)

Value 0: No alarm
Value 1: Alarm

Bit 9: DI 1(on)

Value 0: No alarm
Value 1: Alarm

Bit 10: DI 2(off)

Value 0: No alarm
Value 1: Alarm

Bit 11: DI 2(on)

Value 0: No alarm
Value 1: Alarm

Bit 12: Reserved

Value 0: Not support
Value 1: Detected

Bit 13: Power supply 1
Value 0: Off

Value 1:0n

Bit 14: Power supply 2
Value 0: Off

Value 1:0n

Bit 15~31: Reserved.

System Fault

2 Get Status

3 Get Switch Port USINT (8)  |Switch max port number
Number

switch per port exist

Bit mask, the LSB indicates the first port.
Value 0: Not exist

Value 1: Exist

4 Get Port Exist ULINT (64)
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Access e

Switch per port enable
5 Get/Set |Port Enable ULINT (64) Bit mask, the LSB indicates the first port.
Value 0: Enable
Value 1: Disable
Switch per port link status
6 Get Port Link Status ULINT (64) Bit mask, Fhe LSB indicates the first port.
Value 0: Link down
Value 1: Link up
. IGMP snooping enable:
7 Get/set |[CMPSNOOPING | ycinr () |value 0 Dipsat?le
Enable
Value 1: Enable
8 Get/Set |Query Interval UDINT (32) |Query interval range from 20 to 600 secs
IGMP enhanced mode
9 Get/set |[CMPEnhanced 1Nt (8)  |0: Disable(default)
Mode
1: Enable
Override relay warning setting
14 Get/Set |Relay 1 USINT (8) 0: Disable(default)
1: Enable
Override relay warning setting
15 Get/Set |Relay 2 USINT (8) 0: Disable (default)
1: Enable
Power input 1 failure (on->off)
Power 1 Relay 0: Disable (default)
16 Get/Set Warning USINT (8) 1: Enable (relay 1)
2: Enable (relay 2)
Power input 2 failure (on->off)
Power 2 Relay 0: Disable (default)
17 Get/Set Warning USINT (8) 1: Enable (relay 1)
2: Enable (relay 2)
DI 1 (Off)
DI 1 (0ff) 0: Disable (default)
18 Get/Set Relay Warning USINT (8) 1: Enable (relay 1)
2: Enable (relay 2)
DI 1 (0On)
DI 1 (on) 0: Disable (default)
19 Get/Set Relay Warning USINT (8) 1: Enable (relay 1)
2: Enable (relay 2)
DI 2 (Off)
DI 2 (0ff) 0: Disable (default)
20 Get/Set Relay Warning USINT (8) 1: Enable (relay 1)
2: Enable (relay 2)
DI 2 (On)
DI 2 (on) 0: Disable (default)
21 Get/Set Relay Warning USINT (8) 1: Enable (relay 1)
2: Enable (relay 2)
Turbo ring break (Ring Master only)
Turbo Ring Break 0: Disable (default)
22 Get/Set Relay Warning USINT (8) 1: Enable (relay 1)
2: Enable (relay 2)
23 Get CPU Usage USINT (8) Percent of usage (0 to100)
24 Get Device Up Time UDINT (32) |[Number of seconds since the device was powered up
25 Get/Set |Reset MIB Counts |USINT (8) Reset port MIB counters.
Bit mask of device roles.
Bits 0= RSTP
Redundant Device Bits 1= Turbo Ring
26 Get Mode UDINT (32) " |gits 2= Turbo Ring v2
Bits 3= Turbo Chain
Bits 4= MSTP
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Access e

Reboot and reset to default
27 Get/Set |Reset Device USINT (8) 1: Reboot the device

2: Reset to default

SHORT_STRI

28 Get Full Serial Number NG

The 12-digit full serial number of each device

Common Service List

Implementation

Service Name Description
O0xO0E v v Get_Attribute_Single |Used to read an object instance attribute
0x10 v Set_Attribute_Single |Used to modify an object instance attribute

Electronic Data Sheet (EDS) File

The EDS (Electronic Data Sheet) file contains electronic descriptions of all relevant communication

parameters and objects of an EtherNet/IP device. It is required for RSLogix 5000 to recognize Moxa switch
and its CIP capability.

The list includes the sections which are described in our EDS file.
o [File]

e [Device]

e [Device Classification]

e [Port]

Icon should be 32 * 32 in pixel.

Rockwell RSLogix 5000 Add-On Instructions
(AOI)

The Rockwell RSLogix 5000 Add-On Instructions (AOI) encapsulates Moxa switch supported EtherNet/IP
functions in a common interface logic component. In RSLogix 5000 programming, users could use the AOI
to communicate with Moxa switches and need not know the internal logic.

Our AOI would provide logic of Moxa switch configuration and monitoring by using EtherNet/IP in explicit
messaging and implicit messaging. The AOI also provides some tags for RSLogix 5000/SCADA
programming.

AOI Installation

To install the AOI, you must use Rockwell RSLogix 5000 version 18 or later and Moxa managed Ethernet
switches with firmware version 3.0 or later.

The Five Major Stages of Installing the AOI

Add Moxa switch to the I/O configuration tree
Import the Add-On Instruction (AOI)

Add an instance of the AOI in your application
Create and configure tags for the AOI
Download the configured AOI to Rockwell PLC

LA o
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Add Moxa switch to the I/0 configuration tree
In order to import the AOI, the first step is to create a new Ethernet Module in RSLogix 5000.

1. Open RSLogix 5000 and create a new controller.

Click Type and select the Rockwell PLC model of the PLC connected to the Moxa switch. Input a Name
and Description for this new controller.

New Controller |5__<|

Wendor; Allen-Bradley
Type: | 1769-L32E CompactLogizh332E Controller v | I oK l
Rewvizion:

oy Enabled
Mame: |EDS_d088_0| |
D escription;
Create In: |E:\HSLogi:< 50004Projects | ,_ Browse. .

2. Add an Ethernet Module to the I/O Configuration.

In the controller organizer window, select I/0 Configuration, right click Ethernet under the PLC
Ethernet port of the PLC connected to a Moxa switch, and select New Module.

5] Contraller EDS_408A_a01

© @ controller Tags

[ Conkraller Fault Handlsr
. [ Power-Up Handler —
=55 Tasks M Select Module rz
- -8 MainTask
- ®-EB MainProgram
[ Unscheduled Programs
=-£5] Mation Groups
© [ Ungrouped Axes Bries
[ Add-on Instructions .. HMI
=5 Data Types .
[ user-Defined
- ®-Cg strings

} CE\\L Add-On-Defined
- Cﬂ Predefined
[ mModule-Defined
[T Trends
=25 1} Configuration
=] m Backplane, CompactLogix System

- f0 1769-L32E EDS_4084_AOT

=P 1769-L32E Ethernat Part LocalENE

Specialty

8 | | By Categary ByYendor | Favorites |
Brint 5 oK [ Cancel ] [ Help
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3. Under the Communications group, select Generic Ethernet Module to represent Moxa Ethernet

switches

I Select Module

- 178E-ENET/A

- 17EE-EWEE/A

- 1794-AENT

. Drivelogix5730 EE...
- ETHERMET-ERIDGE

td odule ;Description T\/endol 1

. - 1783-ETAPIF 3 Port Ethernet Tap, 1 Fiber[2 Twisted-Pair Media Allen-Bradley

- 1783-ETAPZF 5 Park Ethernet Tap, 2 Fiber(1 Twisted-Pair Media fllen-Bradey
1788-ENZDMN/ & 1788 Ethernet to DeviceMet Linking Device Allen-Bradley

1788 10/100 Mbps Ethernet Bridge, Twisted-Pair Media Allen-Bradley
1755 10/100 Mbps Ethernet Bridge w/Enhanced Web Serv., . allen-Bradley
1794 10/100 Mbps Ethernet Adapter, Twisted-Pair Media  Allen-Bradley
10,100 Mbps Ethernet Part an DrivelogixS730 Allen-Bradley
Generic EthertetIP CIP Bridge Allen-Bradley

] Allen-Eradley
SoftLogixSE800 EtherMeti TP Allen-Bradley —

- Etherhet /TP
PSSCENA Ethernet Adapter, Twisted-Pair Media Parker Hannif
Stratix 8000 26 Port Managed Switch Allen-Bradley
- Stratix 5000 22 Port Managed Switch Allen-Bradley %
>
[ Frd. || AddFavarie |
| ByCategoy | ByVendor | Favoites |

I oK, ] l Cancel ] ’ Help ]

4. Configure the Ethernet module with the correct name, description, IP address and connection
parameters and click OK.

New Module fg|
Type: ETHERMET-MODULE Generic Ethemet kodule
“endoar: Allen-Bradley
Parent: LocalEME
M amme: i EDS._408a Connection Parameters
Azzembly =
Deseription: | The MOXA mahaged switch Instance: ||ze—|
- 2 ) " -hi
Input: - | [32-bit]
Dutput 1 3 5] @2k
Carmrn Farrmat: ! Diata - DINT W | | —

Canfiguration: | 3

(0 & ki

Address 4 Host M ame
(®) IF Address: | 192 . 168 . 34 . 253 |

0

() Host Name: | |

Open Module Properties | oK | [ Cancel ] [ Help ]

5. After finishing configuration, the new Ethernet module representing the Moxa Ethernet switch will
appear under the I/0 Configuration list in the controller organizer window.

=5 IO Configuration
= m Backplane, CompactLogix Swskem
- f0 1769-L32E EDS_4086_ACI
=] ’ 1769-L3ZE Ethernet Port LocalEME
| E-w5 Ethernet
: Q 1769-L32E Ethernet Port LocalENE
: o B THERIET-MODULE EDS_4054
“fH CompactBus Local
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Import the Add-On Instruction (AOI)

1. In the controller organizer window, right click the Add-On Instructions folder, select Import Add-On
Instructions and select the correct AOI file (xxx.L5X) to import.

/0

NOTE

The AOI file is available from the Moxa website or in the software CD. Please make sure to use the latest

switch firmware and AOI for programming.

=-E3 Controller EDS_4084_A01
8 Controller Tags
-3 Controller Fault Handler
. -3 power-Up Handler
=53 Tasks
- =3 MainTask
! = 28 MainProgram
& Program Tags
" B MainRoutine
[ Unscheduled Programs
=63 Motion Groups
- & Ungrouped Axes

B3
51 Data Typi (@ New Add-On Instruction...
- 0B User-D[ Tmport Add-On Istrction...
- mlig Stnngq
LR Add-
O Prede
- Modul

-3 Trends 1 i i
=85 /0 Conti, i
= Backp! e
- B 1760-L32E EDS_4084_a01
=4 1769-L32E Ethemet Port LocalENB
- & Ethernet
&8 CompactBug Local

My Recent
Documents

Desklop

My Documents

My Camputer

My Metwork
Flaces

File name: |A0I_MORA_4084_+1_0152 | [Cmpon. |
Files of type; F
Files containing: |[E|Add-[ln Instruction v| Help

Into: (B3 Add-On Instiuctions

2. After importing, the controller organizer window shows all AOI for Moxa Ethernet switches under the

Add-On Instructions folder.

=551 Add-on Instructions
= '. AOL_MOXA 4058 w1 0
Parameters and Local Tags
bEn
EI B [raka Types
' Cl 'ﬁ, User-Defined
- [B moxa_Ethernet_Link_Object_v0
B Moxa_HMI_Set_Object_vo
B moxa_Tdentity_Object_vo
@ MoxA_Interface_Object_Flags w0
[ mMowa_object_Data_v0
o [E Mowa_Switch_EDS408_In_vi
b @ A _Swikch_Parameter
B mMowa_System_Faul_vi
@ MOEA_TCPIP_Interface_Object_wi
o [B mowa_vendor_Object_vi
El-'ﬁ Skrings
DB moxa_string_1024
[l Mowa_String_32
[l sTRING
CI @, Add-On-Defined
LB aoT_MOwa_4088_vi_0
EIE% Predefined
: Em Module-Cefined
-3 Trends
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Add an instance of the AOI in your application

Double click the MainRoutine in the Controller Organizer to start the ladder programming. Add the AOI for
the specific Moxa Ethernet switch to create a new rung.

gEd S & &

B File Edit Yew Search Logic Communications Tools ‘Window Help

w3 O |m0xajaram vl

RSLogix 5000 - EDS_40BA_AOI[1769-L32E 18.11]* - [MainProgram - MainRoutine*]

Offline 1. FRUN — Path: [cruone>
No Forces | 3 P Ok 0 -
| 1 BAT | | mar
Mo Edits % Wi A H gl = ey »

¢ > [\ Favares ), Ad

=3 Controller EDS_4084_AOT ~
L@ Controller Tags i

13 Contraller Fault Handler

"3 Power-Up Handler
=5 Tasks

=] @ MainTask

| =8 mainProgram

Program Tags
H " A MainRouting
23 Unscheduled Programs

abeg 1

1-0n £ Alartns £ Bt A TimepiCourder £ |

= — the ACIof MOXA 4088 switch Copyri... —
AOI_MOKA_4084_v1 0 e |
Swvitch_Input ?
Swvitch_Output

AOQI_MOXA_408A_v1 _0v1.0

———AO0I_MOXA_4084_v1 0

Swwitch_Parameter
Get_AlMessage
Set_Message

storage

Set_Data
Get_SingMessage
storage_single

g oo

Create and configure tags for the AOI

1. Right click on the ? in the field of each tag, select New Tag and input a Name for each new tag.

ab

| abea g v b

=
=]
e
=]

N

Harme: | a0i_4082,_instance
L

= NewTag-.... : 1|

I m struction Chrl+C

| truction Chrl+3

D escription: Carcel
Hder Element. .. Ale+Ins

Type: [Base v-!

Aliaz For:

Data Type: | A0I_MO3A_4084_v1_0 |[J
Gy | # £D5_s084_AmI v|
External [ 3

e | Feadwiite v|
Style:

[ Canstant

0 g @

Tnistruckion Del

| ,—AOI_MO}{A_4DBA_V1 S T —
the A00 of MCOXA 4054 switch Copyri..

struction Defaults

Ctr+G
kion Help F1

skruckion Logic

hstruction Definition
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2. Add a Name for all AOI tags.

the A0 of MOHA 4054
switch

Copyright MOEA Corp.

2011
“ersion: 1.0.0
Date: December 23,

2011

A0S, 4088 w0

— the A00 of MORA 4085 switch Copyright MOXA | —

S0 MOKA 4085 w1 0 aoi 4088 instance [

Switch_Input
Swvitch_Outpt
Swyitch_Parameter
Get_Alheszage
Set_Message
starage

Zet_Data
Get_SinghMessage
storage_single

ED=_408A: Data
EDS_4080:0 Data
MOxE _PaEram

RO A Gethd =G
ML SethiSG
ML allstorage
MO A SetDats
MO A GetSingle

Bl EJE

._singlestorage

For “Switch_Input” and “Switch_Output”, use the scrollbar to select the tag name.

the A01of MOXA 4084 -
switch =
Copyright MOXA Corp.
2011
“ersion: 1.0.0
Date: December 23,
20m
A0_MOXA_4084_v1_0
the A0l of MOXA 4084 switch Copyright MOXA, .
AOQLMOXA_4084_v1_0 aoi_408A_instance [

Switch_Input |MOXA_4084:1Data v
Cwteh Modrnar
ks v | Shov a1 Tags v
|Name :El |Dat i
| -acl_instance Ao
) MOEA ARAC AF:
— MCHA A0eaT AF:
| + MOCA_ADRA:T Diata. DN
ﬂ ) ML ARAO AF:
f MO sl Wame: MOXA_4084 1 Data
ﬂ o MOHA Gethdic Data Type: DINT[5]
ﬂ 1 MOMA Cetlingle Description:
B [ reoscs_peasim e V]

For all other tags, manually type the tag names:

AOI_MOXA_408A_v1 0

AOI Tag Reference Tag Name

aoi_408A_instance

Switch_Input

MOXA_408A:I.Data

Switch_Output

MOXA_408A:0.Data

Switch_Parameter

moxa_param

Get_AllMessage

MOXA_GetMSG

Set_Message

MOXA_SetMSG

storage

MOXA_allstorage

Set_Data

MOXA_SetData

Get_SingMessage

MOXA_GetSingle

storage_single

MOXA_singlestorage
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3. Click the square button to the right of the Get_AlIMessage tag and configure all parameters as
follows:

(Service Code: 1; Class: 1; Instance: 1; Attribute: 1; Destination: MOXA_allstorage[0])

Message Configuration - MOXA_GetMSG |z|

Canfiguration®

Cormmunication || Tag |

tessage Type: |I:IF' Generic v|

Service |Custom v| Source Element: “
Type:

Source Length; [Butes)
Service .
Code: [Beilh (Hex] Destination MO¥A,_allstorage[0] &

Instance: |1 | Altribute: 1 | [Hex]

J Enable 3 Enable Wwaiting i) Start 3 Done Done Length: 0
2 Enar Code: Ewtended Ermor Code; [] Timed Out «
Eror Path:
Eror Text:
[ (] 4 | [ Cancel ] [ Apply ] [ Help J

Click the Communication tab and set up the communication path to the Moxa Ethernet switch for
Get_AlIMessage.

Message Configuration - MOXA_GetMSG

Configuration | Communication® | Tag |

® Eath:l ‘ [ Browse... ]

el B Messape Path Browser @

Communicatior]

Pathe [MOx4_4088 |
MO4,_4084

= £ 140 Configuration

it =t m Backplane, CompactLagic Spstem

Fi -89 1763L32E MOXA_Switch_a0l
= 1763-L32E Ethemet Port LocalENE

. B Ethenet

(3 Enstle O . P 17BIL3CE Ethemet Part LacalENE |
; e ﬂ ETHERMET-MODLULE bOb2 1

) Enor Ce " @ CompactBus Local

Ervor Path:

Error Text:

U

oK ][ Cancel ][ Help ]
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4. Click the square button to the right of the Set_Message tag and configure all parameters as follows:
(Service Code: 10; Class: f6; Instance: 1; Attribute: 1; Source Ethernet: MOXA_SetData)

Message Configuration - MOXA_SetMSG [z|

Configuration”

Communication | Tag |

Meszage Type: |C|F' Generic Vl
Service | Set Attribute Single “ | Source Element.  |MOHA_SetData v
Type:

Source Length: i} % [Butes)

Service .
Code: (Hex] Class: (Hex) Destination v
Instance: I:I .t'-‘«ttribute: [Hex)

Mew Tag...

Enablesble  Enable Waitingting Starktart Doneone Done Length: O
Errar Codeade; Extended Eror Code; [ Timed Out
Emar Path:
Emor Text:

’ 0k ‘[ Cancel ][ Apply ][ Help ]

Click the Communication tab and set up the communication path to the Moxa Ethernet switch for
Set_Message.

Message Configuration - MOXA_SeiMSG
Configuration | Communication |Tag |

® F'ath:| | [ Browse ]

M Message Path Browser. .
Eros

Path: |ED34034 |

Comm
P EDS54084
CIP = €5 140 Configuration (Octall
S = m Backplane, CompactLogix System
ff0 17E9-L32E ED_4084_a0I
ca =¥ 1769-L32F Ethemet Port LocalENB
. E-E5 Ethemnet
%’ 1769-L32E Ethemet Port LocalEME
i i B E THERMET-MODULE ED54084 T
ShE : £ CompactBus Local
2 Emar Ce
Error Path
Error Text:

=

0K H Cancel ” Help
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5. Click the square button to the right of the Get_SingMessage tag and configure all parameters as
follows:

(Service Code: e; Class: f6; Instance: 1; Attribute: 1; Destination: MOXA_Singlestorage[0])

Message Configuration - MOXA GetSingle

Configuration®

Carmrmunication || Tag |

Mezzage Typpe: |EIF' Genernic vl
Service |Get Attribute Single v| Source Element: v
Type:

Source Length: i} = [Eytes]

-

Service . p—
Code: E [Hes] Class: Hexl pegtination Dbty Singlestorage[0] w
Ihstance: |1 Aftribute; 1 [Hex]

Mew Tag...

3 Enable 3 Enable Waiting ) Start 2 Done Dane Length: 0
3 Error Code: Extended Ermor Code: [ Timed Out €
Ermor Path:
Erar Text:

[ 0k ][ Cancel ][ Apply J[ Help ]

Click the Communication tab and set up the communication path to the Moxa Ethernet switch for
Get_SingMessage.

Path: [ED54084 |
Eiroady SRl
c 3 = &5 140 Configuration
om_m:mlc = m Backplane, CompactLogix 5 ystem
ciP 0 176332 ED_4084_a0!
CIP E\’ 1763-L32E Ethemet Port LocalENE
Saurcy . =-&x Ethemnet
; 4P 1763-L32E Ethemat Port LocalENE
B cenn : o N £ THERNET-MODULE EDS
£ CompactBus Local
3 Enable
3 Emror Con
Error Path:
Em | OF. ] [ Cancel ] [ Help ]
Ok Cancel Apply Help
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Download the configured AOI to the Rockwell PLC

1. Click the Network Icon, select the Rockwell PLC connected to the Moxa switch and click Download to
install the AOI configuration to the PLC.

I_q}? Path: | <haones - |i3_|

I Select Recent Communications Path

|Jpload...

ETHERNE

Download

Cloze

Help

aenal Mumoer |

imber - Fraiect I0NE

Path in Project: <nonger

2. After finishing configuration, go to the controller organizer window, right click Controller Tags and
select Monitor Tags to check if each tag can display the correct value transferred from the Ethernet

device.
Scope: | BIEDS_4084_A01 | Show: |41 Tags |+
| Name - ) =sja [.\u"alue “-[.Forcé L0
3 Mew Tag... criew -+ aoi_4088_instance [
- [23 Power-Up Hany | {o..)
=45 Tasks | Monitar Tags | { }
El@ MainTask. Edit Tags P
=28 MainProgrs —
i | Urniea)
Export Tags... 1] + MOx4_GetMSGE foood
- [33 unscheduled P| ||+ MOxA_GetSingle e
=455 Motion Groups Prink L |+ mowa_param f...)
e ‘iduggffufe‘j i |+ MOXA_SeiData e
= -n Instructions = i %
El" ACT_MOXA_4036_v1 0 —+ MDX&'—SEtMSG L
Parameters and Lacal Tags |+ MOXA_singlestarage T
Exj Logic
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Scope: EﬁlEDSélD&A_Demc “ | Show: (&l Tags

Hame =z|& | Value

v.‘u’.

“| Force Mask “.| Style

Data Type  #

— moxa_param. Switch_|dnetity
moxa_param.Switch_ldnetity.Vendor__ID |
moxa_param,. Switch_|dnetity. Device Type |
maoxa_param, Switch_|dnetity Product Code

moxa_param,. Switch_|dnetity. b ajor_R evision_

i
+
7y
EE

| + moxa_pararn Switch_ldnetiby. Minor_Revision
] moxa_pan_am.Switch_ldnetity.SgriaI_Number
i moxa_param.Switc:h_ldnetity.Product_Name_
+ moxa_param. Switch_|dnetity. Assigned Ma...
&) moxa_param.Switch_l;lnetity.[ieographic:_...

+] moxa_param. Switch_TCPIP

— moxa_paran. Switch_Wendar

moxa_param. Switch_Yendor. Spstem_Firm... |
moxa_param. Switch_Yendor. Spstem Fault...
MO%a_parar. S witch_Vendor. 5 witch_E'ort_. .
moxa_param. Switch_Yendor. Port_Exist

moxa_param. Switch_Yendor Port_Enbale

moxa_param,. Switch_Yendor |GMP_Snoop... |
moxa_param. Switch Vendor Cueny |nterval

moxa_param,. Switch_Yendor IGMP_Enhan.. |

+
F
+
+
+
| +-moxa_param. Switch_Yendor. Port_Link_5t...
+
T
EE
F

moxa_param. Switch_Vendor Relay_1

oy

991
775

7
i}

o
16#0000_z255d

1}

L) + moxa_pararn Switch_Yendor Relay 2
[ |\Monitor Tags A Edit Tags_f

VEDS-4084"
ot
]

524291
@19z
5
fasy|
ot
{oaa}
0
125
0
0
<

fonn

'

Decimal

Decimal

Decimal

Decimal

Decimal

Hex

Decimal

Decimal

Decimal

Decimal

Decimal

Decimal

Decimal

Decimal

Decimal

Decimal

Decimal

MO [denti

[SINT

SINT

DINT
STRING
M08, String
M_DXA_String
MOxa_TCP.
MO04 Wend

[DINT

DINT
SINT

(DINT[Z]

DINT[Z]

IDINTI2]
|SINT

DINT

[SINT

SINT
SINT s

/0

NOTE

Only Moxa pre-configured tags will display the correct values. Refer to the CIP Tags section below for

detailed information.

Sample AOI Project

For easier AQOI installation, Moxa has also provided a sample AOI project, in which all the parameters are
configured with default values. You may import the sample project in RSLogix 5000, and directly download
this AOI to the PLC with minimal installation steps. But to use the sample project, you still must change or

set up the parameters below.

Change the controller type used in the real environment.

Change the controller and Moxa switch’s IP address.

3. Setup the Project path.

NOTE

The sample AOI project only supports RSLogix 5000 version 18.
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CIP Tags

There are tags for each CIP object. The tags correspond to the object’s attributes.

Tags for Identity Object
Data Type: MOXA_Identity_Object_v0

Name Data Type Description

Vendor ID INT 991, MOXA Vendor ID

Device Type INT 0x307, “Managed Ethernet Switch”
EDS-405A=0x0006, EDS-408A=0x0007,
EDS-505A=0x0008, EDS-508A=0x0009,

Product Code INT EDS-510A=0x000A, EDS-516A=0x000B,
EDS-G509=0x0012

Major Revision SINT The structure member, major

Minor Revision SINT The structure member, minor

Serial Number DINT Switch serial number

Product Name STRING Switch model name

Assigned Name STRING User assigned switch name

Geographic Location STRING User assigned switch location

Tags for TCPIP Object

Data Type: MOXA_TCPIP_Interface_Object_v0

Name Data Type Description

Status DINT Interface status

gg;;lgil:irt?tlon DINT Interface capability flags

Configuration Control |DINT Interface control flags

Path Size INT Size of Path

Object Path 1 INT Logical segments identifying the physical link object
Object Path 2 INT Logical segments identifying the physical link object
IP Address DINT The device’s IP address

Network Mask DINT The device’s network mask

Gateway Address DINT Default gateway address

Name Server 1 DINT Primary name server

Name Server 2 DINT Secondary name server

Domain Name STRING Default domain name

Host Name STRING Host name

Tags for Ethernet Link Object

Name Data Type Description
Interface speed currently in use. Speed in Mbps (e.g., 0, 10,
Interface Speed DINT 100, 1000, etc.)
Interface Flags gtc));(:ﬁt__l I::Zr;ii%— Interface status flags
Physical Address SINT[6] MAC layer address
InOctets DINT Octets received on the interface
InUcastPackets DINT Unicast packets received on the interface
InNucastPackets DINT Non-unicast packets received on the interface
InDiscards DINT Inbound packets received on the interface but discarded
InErrors DINT In.bound packets that contain errors (does not include In
Discards)
OutOctets DINT Octets sent on the interface
OutUcastPackets DINT Unicast packets sent on the interface
OutNucastPackets DINT Non-unicast packets sent on the interface
OutDiscards DINT Outbound packets discarded
OutErrors DINT Outbound packets that contain errors
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Name

Data Type

Description
Frames received that are not an integral number of octets in

Alignment Errors DINT
length
FCS Errors DINT Frames received that do not pass the FCS check
Single Collisions DINT Suc.c.essfully transmitted frames which experienced exactly one
collision
Multiple Collisions DINT Success.fullly transmitted frames which experienced more than
one collision
SQE Test Errors DINT Number of times SQE test error message is generated
Deferred Transmissions |DINT Frames for W.hICh first transmission attempt is delayed because
the medium is busy
Late Collisions DINT _Number of tlme_s a! collision is detected later than 512 bit-times
into the transmission of a packet
Excessive Collisions DINT Frames for which transmission fails due to excessive collisions
MAC Transmit Errors DINT Frames for whlch transmission fails due to an internal MAC
sublayer transmit error
. Times that the carrier sense condition was lost or never asserted
Carrier Sense Errors DINT . .
when attempting to transmit a frame
Frame Too Long DINT Frames received that exceed the maximum permitted frame size
MAC Receive Errors DINT _Frames for which receptlon_ on an interface fails due to an
internal MAC sublayer receive error
. 0 Auto-negotiate 0 indicates 802.3 link auto-negotiation is
Control Bits INT disabled. 1 indicates auto-negotiation is enabled
Speed at which the interface shall be forced to operate. Speed in
Forced Interface Speed |INT Mbps (10, 100, 1000, etc.)
Interface Label STRING Label like "TX5"
Interface Port Index DINT Port index
Interface Port STRING Port description
Description
Broadcast Storm SINT Only on MOXA IKS, PT, EDS-516A/518A, and EDS-728/828
Protection series
Interface Utilization SINT Percentage of entire interface bandwidth being used (0-100)
Utilization Alarm Upper Upper percentage at which to declare an utilization alarm (0-
SINT
Threshold 100)
Utilization Alarm Lower Lower percentage at which to declare an utilization alarm (0-
SINT
Threshold 100)
0: Ignore,
1: On (Relay 1),
Port Link Alarm SINT 2: On (Relay 2),
3: Off (Relayl),
4: Off (Relay2)
0: Disable
Port Traffi | !
Afarmra icOverload 1o\ 1: Enable(Relay 1),
2: Enable(Relay 2)
Tx Unicast Packet Rate |[DINT Number of TX unicast packets per second
Rx Unicast Packet Rate |[DINT Number of RX unicast packets per second
Tx Multicast Packet
R);teu icast Facke DINT Number of TX multicast packets per second
Rx Multicast Packet
R)a(te ulticast Facke DINT Number of RX multicast packets per second
;ZtIZroadcast Packet DINT Number of TX broadcast packets per second
E:tzroadcast Packet DINT Number of RX broadcast packets per second
Tx Multicast Packet DINT Total number of TX multicast packets
Rx Multicast Packet DINT Total number of RX multicast packets
Tx Broadcast Packet DINT Total number of TX multicast packets
Rx Broadcast Packet DINT Total number of RX broadcast packets
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Data Type Description

Bit 0 = Disable,

Bit 1 = Not Redundant port,
Bit 2 = Link down,

Bit 3 = Blocking,

Bit 4 = Learning,

Bit 5 = Forwarding

Redundant Port Status |[DINT

Tags for Moxa Networking Object

Data Type: MOXA_Vendor_Object_v0

Name  |Data Type

System Firmware Version|DINT Switch firmware version
System Fault Status DINT Switch fault status
Switch Port Number SINT Switch max port number
Port Exist DINT[2] Switch per port exist
Switch per port exist
Port Enable DINT[2] 0:Enable
1:Disable
Port Link Status DINT[2] Switch per port link status
IGMP snooping enable:
IGMP Snooping SINT 0: Disable
1: Enable
Query Interval DINT Query Interval range from 20~600 sec
IGMP enhanced mode
IGMP Enhanced Mode SINT 0: Disable (default)
1: Enable
Override relay warning setting
Relay 1 SINT 0: Disable (default)
1: Enable
Override relay warning setting
Relay 2 SINT 0: Disable (default)
1: Enable

Power input 1 failure (on > off)
0: Disable (default)

1: Enable(relay 1)

2: Enable(relay 2)

Power input 2 failure (on > off)
0: Disable (default)

1: Enable(relay 1)

2: Enable(relay 2)

DI 1 (off)

0: disable (default)

1: Enable(relay 1)

2: Enable(relay 2)

DI 1 (on)

0: Disable (default)

1: Enable(relay 1)

2: Enable(relay 2)

DI 2 (off)

0: Disable (default)

1: Enable(relay 1)

2: Enable(relay 2)

DI 2 (on)

0: Disable (default)

1: Enable(relay 1)

2: Enable(relay 2)

Turbo Ring Break (Ring Master Only )
Turbo Ring Break Relay SINT 0: Disable (default)

Warning 1: Enable (relay 1)

2: Enable (relay 2)

Power 1 Relay Warning |SINT

Power 2 Relay Warning |SINT

DI 1 Off Relay Warning |SINT

DI 1 On Relay Warning |SINT

DI 2 Off Relay Warning |SINT

DI 2 On Relay Warning |SINT
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Pre-

Name Data Type Description
CPU Usage SINT Percent of usage (0-100)
Device Up Time DINT Number of seconds since device was powered up
Reset Mib Counter SINT Reset port MIB counters
Bit 0: RSTP,
Bit 1: Turbo Ring,
Redundant Device Mode |DINT Bit 2: Turbo Rong v2,
Bit 3: Turbo Chain,
Bit 4: MSTP
. 1: restart the device
Reset Device SINT 2: reset to default

configured Tags in the Moxa AOI

The Moxa AOI supports all the CIP tags listed in the tables above. But in the AOI, we only pre-configure
logic links between selected tags and Moxa switches. To monitor the non-configured tags, PLC programmers
need to create the links manually. Otherwise, in RSLogix 5000, the value column of these tags will display
as “0”. If you experience problems creating new links, please contact Moxa technical support for assistance.

NOTE

For pre-configured tags, Moxa has already created the logic links between the CIP tags and Moxa Ethernet
switches so RSLogix 5000 can get/set the switch information correctly.

The table below specifies all the pre-configured tags in Moxa AOI with a % mark.

Pre-Configured Tags Name

Identity Object (0x01)

P Vendor ID

P Device Type

P Product Code
Revision
Status

P Serial Number

P Product Name

Assigned Name

Geographic Location

TCP/IP Interface Object (0xf5)

Status

Configuration Capability

Configuration Control

Physical Link Object

Interface Configuration

IP Address

Network Mask

Gateway Address

Name Server

Name Server 2

Domain Name

Host Name

Ethernet Link Object (0xf6)- by port

RS Interface Speed

RS Interface Flags
Link Status
Half/Full Duplex
Negotiation Status
Manual Setting Requires Reset
Local Hardware Fault

P Physical Address
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Pre-Configured Tags Name

Interface Counters

In Octets

In Ucast Packets

In Nucast Packets

In Discards

RS In Errors

Out Octets

Out Ucast Packets

Out Nucast Packets

Out Discards

P Out Errors

Media Counters

Interface Control

P Control Bits

P Forced interface Speed
Interface Lable

Interface Description
Interface Port Description
Broadcast Storm Protection
P Interface Utizatiion
Utilization Alarm Upper Threshold
Utilization Alarm Lower Threshold
Port Link Alarm

Port Traffic-Overload Alarm
Tx Unicast Packet Rate

Rx Unicast Packet Rate

Tx Multicast Packet Rate
Rx Multicast Packet Rate
Tx Broadcast Packet Rate
Rx Broadcast Packet Rate
Tx Multicast Packet

Rx Multicast Packet

Tx Broadcast Packet

Rx Broadcast Packet

P Redundant port status
Port Object (0xf4)

Port Type

Port Number
Link Object
Port Name

Port Type Name
Port Description
Node Address

Port Key

MOXA Networking Object (0x404)

RS Firmware Version

RS System Fault Status
Switch Port Number

P Port Exist

P Port Enable

P Port Link Status
IGMP Snooping Enable

RS Query Interval

RS IGMP Enhanced Mode
Relay1
Relay2

Power 1 relay waring
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Pre-Configured Tags Name

Power 2 relay waring

DI 1(off) relay warning

DI 1(on) relay warning

DI 2(off) relay warning

DI 2(on) relay warning

Turbo Ring Break relay warning

CPU usage

Device Up Time

Reset MIB Counts

Redundant device mode

reset device

I/0 message Object

P Switch Fault Status
P Port Exist

P Port Link Status

P Port Enable

Monitoring AOI Tags

In RSLogix 5000, you can monitor the values of all configured tags by selecting “Monitor Tags” in the
controller organizer window. It can also be used to check that the AOI is installed correctly.

/  NOTE

Only Moxa pre-configured tags will display the correct values. Refer to the CIP Tags section above for

detailed information.

Chrl+

Scope: | §EDS_4084_A01 v Show: |41l Tags

.v || .

Mame ] e o I.Value

ha [.Fnrcé bl

] Power-Up Ham
=55 Tasks | IMonitar Tags

=48 MainTask Edit Tags
= & MainProgrg
'3 Werify

¥ Exj MainR.q Export Tags...
23 Unscheduled P|
=5 Mation Groups Print

|1+ aol_4084_instance

ED i
+ EDS_. )
+ EDS_4084:0
+ MOKA_allstorage

+ M 0HA_GetMSG

+ MORA_GetSingle

|+ moxa_param l

23 Ungrouped Axes

(=45 Add-0n Instructions
-5 ACT_MORA_4064_v1_0

7| Parameters and Local Tags

- Exj Logic

I+ M0XA_SetData
H MO0A_SeiMSE
+ MOXA_singlestarage

b
)
b

3
.}
T
}
}
b
}
+
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Monitor Tags for Identity Object

Click moxa_param Switch_Identity and expand the list to check the values for Identity tags.

Rem Run A% ™ Run Made [ Potte [AB_ETHIP-1152168 34 23BackplanehT ~|:
i e »_| ¥ Controller OK
R | W Battery Fault 1 : »
= W |/0 0K,
i £ L S S

e Scope: @ EDSA084 Deme v | Show: 4l Tags |
§ Controller EDS4084_Demo_20120711 = = = 2 =
- Controller Tags Name —=le ‘ Walue ‘ Force Mask | Style ‘ Data Type | [
ﬁ [ Controller Fault Handler ||+ EDS408A] {foa0d feaeh ABETHERN

[;——‘aﬂi”"’e"UP Handlet ||+ EDs4naa0 o o] AB:ETHERN.

£ MainTask || MOR4 allstorage 1o} fuo. }|Decimal SINT[200]

=8 MatnProgram || mORA_GathSG Hocal ool MESSAGE

@ Ferm Tags ||/~ moxa_param LEEES) (SRS MOKA_ Switc...

&= Umc% dh‘;[l:’;];:o“m || moss_param Switsh_Input el Loet | MOA_Swits

Motion Groups ||+ maoxa_param Switch_Dutput | a Decimal |DINT

[ Ungroped hses = mixa_param Switch_|dnetity P Lonn} M| denti

Add-On Instroctions i

+ 931

[ AOT_MOXA_4084_v1 D 2 moxa_param. S witch_|dnetity. Wendor... Decimal INT

Diata Types L + moxa_param.Switch_|dnetity. Device... | 775 |Decimal |INT

% Usex-Defined ||| masa_param Switch,_| dnefity Produc 7 Decimal INT

Strings = o 5 -

Cﬂ “4d-On-Defined = moxa_paran. S witch_| dnetity. Major_... Decimal SINT

Cﬂ TPredefined 1 + mowa_param.Switch_|dretiby Minor .. a Decimal SINT

4@ Module-Detined | | + mowa_param Swich_|dnefity Seial. | 16#0000_253d |Hex |DINT

Illgngsnf i + moxa_param.Switch_|dnetity. Produc... 'EDS-4084" it STRIMG

ontiguration — | . I |
m Backplans, CompastLogix System LA + moxa_param Switch_|dnetity Assign il Toen} A O<_Shing.
ﬁl 1709-L32E ED24084 _Demo_20120711 + moxa_param. S witch_|dnetity. Geogra... v Hireoins i Oiady_Shing...

Monitor Tags for TCPIP Object

Click moxa_param Switch_TCPIP and expand the list to check the values for TCPIP tags.

Rem Run 8 B RunMode S

Mo Forces p_| B Controller OK. Q

= |
Mo Edits Battery Fault

q
=>| W 1/0 0K
i Favorites £ % X %
S R | ccope [frEDSH08 Demev) Show: Al Tags v
fg’ Controller EDE408A _Demo_201 -
S Controllsr Tags Name ==& | Value | Force Mask < | Styls |
# ||| (3 Controller Fanlt Handler || *'EDS4084.0 e i
(:I:‘askiﬂwerrup Hendler ||+ MO%4_allstorage I £...} Decimal
£5 MeinTask | MO GetdSE 1. foen))
= 28 MainProgram | _li="maxa_param i HE
@ Program Tags + moxa_param.Switch_Input (B et
[t MainR outine B 7 e
5 Uneoheduled Pro | 1 moxa_parann Switch Output Decimal
Motion Groups || moxa_param. Switch_ldnetity faes ...}
53 Ungronped dsees || = moxa_param Switch_TCRIP o b
lgd;‘.%);IMOXFBESA Wi | | + mowa_param.Switch_TCPIP. Status Drecimal
Data Typ_es - - I + moxa_param. Switch_TCFIP. Configuration_Capab... _Decimal
C@ User-Defined bt +/ moxa_param.Switch_TCPIP. Configuration_Control j[ | |Decimal
% i.:.‘;%s Defined + moxa_param.Switch_TCPIP.Path Size 1) Decimal
-On-Define i
(3, Predefined ||| Fmoza_param.Switch_TCPIP.Object_Path_1 o) | Decimal
(3, Module-Defined. | | + maoxa_param. Switch_TCPIP.Object_Path_2 0 Decimal
Trends + moxa_param.Switch_ TCPIP.IP_Address -1062723062 Decimal
[0 Configumation m
ﬁ Backplane, ComparibogixSff [ | + moxa_param. Switch_TCPIP. Metwaork_Mask —256_ _Declmal
ffa 1769-L32E EDS4084 _Cfl| | + maoxa_param. Switch_TCPIP.Gateway_Address 0 Decimal
EE 4 ;‘EZG?E';SEE Ethernet Por| + moxa_param. Switch_TCPIP.Mame_Server 1 1640000_0000 Hex
= 1 -t | 2 ! 1
) Y nm;grmE Ehell | | ¥ moss_param Swsitch_TCRIP Hame Server 2 16#0000_0000 | |Hex
8 ETHERWET-Mcf| | + maoxa_param. Switch_TCPIP.Domain_Name () S
80 CompactBus Local || | F moza_param.Switch_TCPIP.Host_Nams 'Managed Redundant Switch 09629... | L0}
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Monitor Tags for Ethernet Link Object

Click moxa_param Switch_Ethernet_Link and expand the list to check the values for per port Ethernet
Link tags.

Mame

Scope: ﬂﬂ EDS4084 _Deme % | Show: [&1 Tags

=z | Value

W

| V-

“| Force Mask“| Shyle

||

—I'moxa_param.Switch_Ethemet_Link[1]

' moxa_param. Switch_Ethernet_Link[1] Interfac. ..
— moxa_param. Switch_Ethernet_Link[1]Interfac...
moxa_param. Switch_Ethemet Link[1].Interf...
moxa_param. Switch_Ethemet_Link[1].Interf...
moxa_param. Switch_Ethemet_Link[1].Interf...
moxa_param. Switch_Ethemet Link[1].Interf...
maoxa_param. Switch Ethemet. Link[1].Interf...
maxa_param. Switch_Ethemet Link[1].Interf...

moxa_param. Switch_Ethemet_Link[1].Interf. .

moxa_param. Switch Ethernet_Link[1] Physical ..

Mame

moxa_param. Switch_EthemetLink[1].Physi...
moxa_param.Switch_Ethemet Link[1].Physi...
moxa_param.Switch_Ethemet_Link[1].Physi..
moxa_paranm.Switch_ Ethemet Link[1].Physi..
moxa_pararm,Switch Ethemet Link[1].Physi..

A

moxa_pararm.Switch Ethemet_Link[1].Physi...
maxa_param.Switch Ethernet Link[1]In0ctets |

maxa_param.Switch_Ethernet_Link[1]InUeast... |

BE
Y

+ moxa_param.Switch Ethernet_Link[1]InMucas. .
' moxa_param. Switch_Ethernet_Link[1]InDiscards
T

moxa_param. Switch Ethernet_Link[1]1nEmors

+ moxa param.Syitch Ethernet Link[110utOctets
Edit Tags 4

|4 [+ |\ Monitor Tags

=z| | Value

-}

s
=]
=1

-ll2
-24
21
-87

-104

oo ool i

afmla | alo|=|o|F |- B

e

}

Decimal

Decimal

Decimal
Decimal
Decimal

Decimal

Decimal

Cecimal

Decimal

Decimal

Decimal
Decimal
Decimal

Decimal

Decimal

Decimal

Decimal

Decimal

Decimal
Decimal

Decimal

| Force Mask € | Style & I

B o e B B = R S = R AR e S e

+

moxa_param.Switch Ethernet_Link[1].InE mors
moxa_param. Switch_Ethernet_Link[1]. OutOctets
maoxa_param. Switch_Ethernet_Link[1] OutUcastPackets
moxa_param.Switch_Ethernet_Link[1].0utMucastPackets
moxa_param.s witch_Ethemet_LinkH_].DutDiscards
moxa_param.Switch Ethernet_Link[1]. OutE mors
moxa_param. Switch_Ethernet_Link[1] Alignment_E rors
mioxa_param.Switch_Ethernet_Link[1].FCS_Emors
moxa_param.Switch_Ethernet_Link[1].5ihgle_Collizsions
moxa_param. Switch_Ethernet_Link[1].Multiple_Callizions
moxa_param.Switch_Ethernet_Link[1]S0E_Test Enorz
moxa_param.Switch_Ethernet_Link[1] Deferred_Transmi...
mioxa_param.Switch_Ethernet_Link[1] Late_Collisions
moxa_param.Swikch_Ethernet_Link[1].Excessive_Collizio...
moxa_param. Switch Ethernet_Link[1].MAC_Transmit_Er...
moxa_param.Switch_Ethernst_Link[1].Carrier_Senze Em..
moxa_param.Switch_Ethernet_Link[1].Frame_Too Long
moxa_param. Switch_Ethernet_Link[1].MAC_Receive Er..
maoxa_param.Switch_Ethernet_Link[1].Contral_Bits
moxa_param.Switch Ethernet_Link[1] Forced Interface...
moxa_param.Switch_Ethernet_Link[1] Interface_Label
moxa_param.Switch_Ethernet_Link[1].Interface_Port_In...

mosa param.Switch Ethernet Link[1]Interface Port D...

[* [\Monitor Tags A Edit Tags /

o |+~ |00 |jO0|O(0O|O(O|O|O0|O0 |00 (0|0 |O

Drecir

Decir
Drecir
Decir
Drecir
Decir
Decir
Drecir
Drecir
Drecir
Drecir
Decir
Drecir
Decir
Drecir
Decir
Desir
Drecir

Drecir

Decir

¥

W
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Hame =z|a | Value €| Force Mask® | & |

S Es moxa_param Switch Ethemnet Link[1].Interface Port Descript...| " feael
- + mosa_param, Switch_Ethermet_Link[1] Broascast Stom_Prote. .. | 0

| * mowa_param Switch_Ethernet_Link[1].Interface_Utiization 0|

o + mowa_param Switch Ethernet_Link[1].Utilization_alarm_Upper... 0

] + mora_param, Switch_Ethermet_Link[1].Utlization_Alarm_Lower... 0

| ] + moxa_pararm, Switch_E themet_Link[1].Part_Link_&larm i}

- + maoxa_param. Switch_Ethernet_Link[1]. Port_TratficOverload_ 4l . a

n ] moza_param.Switeh Ethernet_Link[1].Tx_Unicast_Packet Rate 9]

= + mora_param. Switch_Ethermet_Link[1]1.Rx_Unicast_Packet_R... | 10

- i moxa_param.Switch_Ethemet_Link[‘I].T:-c_MuIticast_F'acket_..._ | 0

- * mowa_param Switch_Ethernet_Link[1].Fx_Multicast_Packet .. 0|

n + mowa_param Switch Ethernet_Link[1].Tx_Broadcast Packet_... 0

|| + mosa_param. Switch_Ethernet_Link[1]1.R»_Broadcast_Packst_... 0

| ] + moxa_param. Switch_Ethemet_Link[1]. Tx_Multicast_Packet 1}

- + moxa_param. Switch_Ethernet_Link[1]. Fis_Multicast_Packet 1}

| ] moHa_param.Switch_Ethemet_LinkH_].Tx_Broadcast_Packet U.

= + moxa_param. Switch_Ethernet_Link[1]1.R % Broadcast_Packet | 1}

- + moxa_param, Switch_Ethernet Link[1].R edundant_Part_Status 2

n ' moxa_param. Switch_Ethernet_Link[2] faai ) dmaric)
= *+ mowa_param.Switch_EthernetLink[3] L oo
n *+ miowa_param.Switch_Ethermet Link[4] e REEEE
| + moxa_param.Switch_Ethemet_Link[5] Fraias R
[ + moxa param. Switch Ethernet Link[E] T loal|™
(<[> [\Monitor Tags A Edit Tags / e ]

Monitor Tags for Moxa Networking Object

Click moxa_param Switch_Vendor and expand the list to check the values for Moxa custom tags.

Scope: ff{l EDS4084_Deme % | Show: A Tags L
HName = |Value “| Force Mask“| Style |“

L] = moxa_param. Switch_Yendor Port_Enbale fand {--.}1 Decimal
| ] + ' ‘moxa_param. Switch_Wendor. Port_Enbale[0] 1} | Decimal
| *+ moxa_param. Switch_Wendor Port_Enbale[1] a Decimal

= miora_parar. Switch_WYerndor Port_Link_Status | faud {--.} Decimal
| | + moxa_param. Switch_Mendor. Port_Link_Status[0] 3 Decimal
- *+ moxa_param, Switch_Mendor Port_Link_Status[1] a Decimal
| | + moxa_param. Switch_Yendor |GMP_Shooping D. .Decimal
] *+ mora_param. Switch_WendorQueny_Interval | 1z5 | Decimal
- B2 moxa_param.Switch_\-"endol.lGMF'_Enhanced_M..._ a Decimal
| | * moxa_param. Switch_Yendor R elap_ 1 D. .Decimal
| | + moxa_patam. Switch_Wendor Belay 2 1} Decimal
- + mioxa_param. Switch_Wendor Power_1_Felay ... a Decimal
| | + mora_param. Switch_Yendor Power_2 Pelay .. 1} Decimal
| + moxa_param Switch_WendorDI_1_O_Felap W, 1} Decimal
| | + moxa_param. Switch_WendorDI_1_Orn_Felay W, D_ _Decimal
| ] + mora_param. Switch_WendorDI_2_ 0 Felay ... | 1} .Decimal
| | + mora_param. Switch WendorDI_2_0n_Felap W, 1} Decimal
| ] + moxa_param. Switch_Wendor. Tubo_Ring_Break_... D_ _Decimal
| | + moxa_param. Switch_Yendor CPU_Usage 1 Decimal
|| + mora_parar. Switch_Yerdor Device Up Time 1} Decimal
| ] + moxa_param. Switch_Wendor B eset_Mib_Courter 1] Decimal
|| + moxa_param. Switch_endor Bedundant_Device... 2 Decimal

+ mosa param.Switch Ethermet Link I ) Lo »

v Mnnitar Tame L Bdit Toae 1l s
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Rockwell FactoryTalk® View Faceplate

FactoryTalk® View Faceplate Installation

To install the faceplate, you must have Rockwell FactoryTalk® View Studio SE (Site Edition) version 5 or
later and a Moxa managed Ethernet switch with firmware version 3.0 or later.

Create a FactoryTalk® View Shortcut to the PLC
1. Start the FactoryTalk® View Studio software and select Site Edition (Local).

Application Type Selection [§|

FactoryTalk View

Shudio

Select the type of application you would like to configure:

ol B

Site Edition Machine
(Metwark) Edition

Continue Exit
| |

2. Add a new Site Edition (Local) and enter the Application name.

MNew/Open 5ite Edition (Local) Application

New l Existifig ]

Application name: ]EDS_*lDBA_F'Iatform

Dezcription:

Language: ]English [United States), en-US _:J
Import...

Create I Cancel J
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3.

Configure a shortcut to the PLC that is running the Moxa AOI.

In the Explorer window, right click the newly-added application, select Add New Server and Rockwell

Automation Device Server (RSLinx Enterprise), and click OK.

=45 Lacal (IT_ENG)
= i [ "

. & Runtime Secy

= EDS_4088 P g

Il Automation Devyi

= a System | " OPC Data Server...
- Eomn’z_ Securicy... Tag Alarm and Event Server
= HMI Tags - -

Tags Properties...

23 Graphics
% Displays General | Alams and Events |

RSLinx Enterprise Server Properties

Global Objects

Libraries Mame
+-fa Images
~[# Parameters
- FH) Recipes i)
: @ Local Messages F)esc:nptlon

BB Trend Templates
- % Trend Snapshots
=23 HMI Tag Alams
o] Alamn Setup

4w Suppressed List
=23 Logic and Control

g Derived Tags 5 ; )

: g Eania Computer hosting the RSLins Enterprize server:

8] Macros calhast

A8 Client Keys
=23 Datalog

e Data Log Maodels

] | Cancel ]

Help

4. The shortcut is named PLC. Click “Yes” to apply the configuration.

i~ Device Shartouts

_add | Remove | =B RsLiny Enterprise, IT_ENG

® pLc | B3 1759-417, Backplane
=5 EtherMet, Ethernet
[=- W@ 192,168,34.29, Ethernet Bridge (1769-L32E), 1769-L32E Ethe|
—'i--m CarmpactLogix System, CompactLogix System
0, 1769-L32E/ A, ED_4084_a01
: E 3, Local Adapter, Wal769)4
RSLinx Enterprise ) % 192.168.34.253, , EDS-4084

Primary ]

You've made the Following changes to the shorteut 'PLC:

Primary path edited
- Old:
- Newn: CompactLogix System,.ED_40848 _A0T

Press Yes to apply changes. Press Mo ta discard changes.

fes Mo 1

| ]Modé: Online :Not Browsing
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Import FactoryTalk® View Faceplate Graphics

1. Right click Display in the FactoryTalk® View Explorer window, select Import and Export and choose
Import graphic information into displays.

Explorer - EDS_408A_Platform

= Local [IT ENG] A
= flzy EDS_4084_Platfor
o5 Runtime Security
D E RiSLins Enterprise
| Elﬂ Communication Setup
= &. EDS_4084_Platform
[=F a Spstem
- -[2J Command Line
E| El Hil Tags
:.. s Tags
El a Graphics

Graphics Import Export Wizard - Operation, Type

Glol Mew Select the operation to parfarm:

- Libry  Add Component Into Application...

Ima Ir|||:u : " Export graphic information fram displays
; @ Pararigte

‘B0 Recipes ' Import graphic information inta dizplays
% Local Meszages
@ Trend Templates
H @ Trend Snapshots
E| a HMI Tag Alams |
] Alam Setup
- diw Suppressed List
a Logic and Contral

Derived Tags
Ewvents
Macros
----- @ Client Keps
a [ataLog % Back I Mest » I Cancel Help |

----- =F Data Log Models

2. Select No and Multiple displays batch import file.

7| . 1 .
Graphics Import Export Wizarnd - Backup |£| Graphics Import Export Wizard - Import File Type
Do you want to backup the displays that will be modified by the import? Select the type of file to impart:
[ vee " Single display import file
& Mo * Multiple displaps batch import file

< Back I Mext > I Cancel Help < Back | Pext > I Cancel Help
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3. Import all graphics files for FactoryTalk® View faceplate display.

/7  NOTE

Moxa provides sample graphics files for selected switches, which are available for download at the Moxa
website or from the software CD.

Graphics Import Export Wizard - Multiple Import File

Select the multiple display batch import file:

—when importing
i+ Create new obiects on the display
e

‘e
can 3

Select Multiple Displays Batch Import File

Laok in: |E)FTView Faceplat :_l - £F Er

= [ etchamport i
: = MORA_EDS408a_Device Info.xml

by Recent |2 MOKA_Port_Setting. xml
Documents o) towa,_pert_status.xml
Desktop

.

My Documents

Iy Computer

-

My Network File name: |Batchimpart_EDS_4084_Platform sml = Open I
Places
Filess of type: [Batch Import Files [* xmi) | Cancel

4. After import, these objects will appear under Displays in the Explorer window.
[—] =9 Graphics

m Dizplaps
i MOx4_EDS408a_Device Infa
M Od_Port_Setting
- 5] MOxA_Paort_Status
@ Global Objects
: Libraries
& Images
o [#] Parameters
D Recipes
% Local Messages
& Trend Templates
B Trend Snapshots
=153 HMI Tag Alamns
- ]| Alam Setup
- Jw Suppressed List
L—:I 23 Logic and Contral
i % Derived Tags
fon Events
(8] Macros
o8 Client Keys
[—'IEﬂ Data Log
. 5# Data Log Models
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Import FactoryTalk® View Faceplate Local Message

1. Right click Local Message in the FactoryTalk® View Explorer window, select Add Component Into
Application and import all the local message files (.loc).

/  NOTE

Moxa provides sample local message files for selected switches, which are available for download at the

Moxa website or from the software CD.

=1 [l EDS_40828_Platform
&= Runtime Security
=8 E FiSLinx Enterprise
E E!ﬂ Communication Setup
[, EDS_4088_Platiorm
123 Spstem
i [ Command Line
23 HMI Tags
i g Tags

2

e

5] MO=A_Port_Status
e Global Objects
= Libraries
B Images
- [# Paameters
-0 Recipes
i Local Messages
BB Trend Templates
g % Trend Snapshots
il a Hbdl Tag Alarms
: ] Alarrn Setup
Lodgw Suppressed List
= a Logic and Contral

Add Component Into Project

Look in: 1 39 Local
(2

My Recent
Drocuments

Desktop

2

My Documents

%

ty Computer
iy Metwark, File: name:
Flaces
Filez of type:

|"MO%A_Dietected_ABCOT e "MO%4_LinkSt, |

1anal Meszage Files [".loc]

|

Open |
Cancel

b, Derived Tags

i Events

(8] Macros

B Client Keys
=23 Datalog

g Data Log Madels

fa[=t

MOk, Detected ABCOT
MOEA_LinkStatus

b s Port _Enable
bt PortLink
MDEA_Port_Mum

b s, Power OnOFf

M Ox8, Redundant_Mode
M OsA_Redundant_Port
MO8 Redundant_Part_Raole
MO8, Reset_Command
MOA_Speed Duples
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Import FactoryTalk® View Faceplate Images

Right click Images in the FactoryTalk® View Explorer window, select Add Component Into Application

and import all the image files (.bmp).

/  NOTE

Moxa provides sample image files for selected switches, which are available for download at the Moxa
website or from the software CD.

Local IT_EMG]
fim EDS_4082_Platiorm
: = Runtime S ecurity
% Ri5Lin® Enterprize
-l Commurication Setup

& ED5_4084_Platform Look i IE) Local —vj & rj( EE-

Add Component Into Project

My Fecent
Drocuments

-[2] MOKa_EDS408a_Device Info -
- [E] MORA_Port_Setting et L

/2] MOKA,_Port_Status

- Global Objects (s

% Libraries :/]

B Images Wy Documents
[#] Parameters
- Recipes

E @ Local Messages 1

% Trend Templates My Computer
% Trend Snapshats

S Hbl Tag Alarmns T
i L] Alarm Setup ‘g
e, e My Network — File name |"MOs_Detected ABCOT e "MORA_Linkst. ~ | Dpen |
a Logic and Contral Flaces

Derived Tags Files of type: IanaI Message Files [* oz ;J Cancel
g Events
[& Macros
LB Client Keys
2 Datalog
-EF Data LogModels

7

i a ﬁommand Line Add Component Into Project
= ags

-@Tags Lok in: |5 Images - &  ER-
3 Graphics | ‘J =

m‘ Displays =
f [=] MOXaA_EDS408a_Device Info L\é
E] MOxé_Port_Setting My Recant
/5] MOXA_Port_Status Documents
Global Objects
Libraries

[# Par i
7o Fiacl:i.pes I'D
Local Messages
% Trend Templates
i - @ Trend Snapshots
123 HMI Tag Alarms
S Alamn Setup =
& Suppressed List
=] 23 Logic and Control
5 Derived Tags =
Events ‘g

o8] Macros

My Computer

i @ Client Keye MyPTI‘JBtWOIk File: rarne: I"EDS—#USA.bmp" "|CON-05_right.brp" "\EDNr:_i Open |
aces
23 Datalog Files of type: IEitmap Images [* bmp) L' Cancel !
“EF Data Log Models

Industrial Protocols User Guide

50




Create a New Parameter

1. Right click Parameters in the FactoryTalk® View Explorer window, and select New.

=8 EDS__ 4088, Platform
=23 Swstem
3] Command Line
=53 HMI Tags
: @ Tangs

=23 Graphics

[+ Dizplays
Global Objects
e Libraries

+-fag Images
Parameters :
B Recipes '
tot Local Mezz  Add Component Into Applical
MOks_Detected_ABCOT
b0kt LinkStatus
kOxt,_Fart _Enable

b OxA,_Part_Link

A0 Port_Mum

POt FPowwer_OnOff
tOxA_FRedundant_Mode

kW Ox8,_Fedundant_Part

t 08, FRedundant_Port_Role
kM Oka_Reset_Command

M OxA_Speed Duplex

2. Create a parameter file that will be associated with the display.
Manually input “#1=[PLC]moxa_param”, and “#2=PLC" in the file.

l===== Parameter File created 06f14/20 1 2=============================
I Parameter files are used with graphic displays to specify the tags a

I display uses at runtime. The parameter file is passed to the graphic

1 using the /P option of the Display command.

1 Syntax:

1 #replacement=tagname

I Example:

1 #23=A_COLOR

1 #23 in any expression in a graphic would be replaced by the tag A_COLOR.

#1=[PLC]moxa_param
#2=[PLC]

In the parameter definition, the shortcut PLC was created earlier. (Refer to Create a FactoryTalk®
View Shortcut to PLC)

Another important piece is moxa_param, which is the name of the Switch_Parameters tag created for
the MOXA_SWITCH_AOI in your RSLogix project. (Refer to Create and configure tags for the AOI)

A0 MOXA_4084_vi1_0
the ACQI of MOXA 4084 =witch Copyright MOXA
ADI_MOXA_4084 v1_0 aoi 4084 _instance [_]
Switch_Input MOXA_4084;1 Data
Switch_Output MOxA_a02A:0 Data
switch_Parameter moxa_param
G et_AWMessage MOXA_GethsG [ ]
Set_Mes=age MOXA_SetMse [
ztorage MOx4_alzterage
Set_Data MOXA_SetData
Get_SingMez=zage MOXA_GetSingle [
ztorage_=ingle MOXA_ginglestorage
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Configure FactoryTalk® View Faceplate Display

1. Right click all parameter tabs under Displays in the FactoryTalk® View Explorer window, and select
Display Settings.

MOXA s-s

Rellable Nevwarks, Sincere Service §.,.8

! | Display Kes..

IF Address 5.5 VEA Code...
MNetmask 5.5 :
MAC Address  :s..s gf.i:gh’l;‘ir
Serial No. R : e
Firmware Yer, 18.8 im Date
CPU Loading (%) : #HH i PasteSpecial .
. T o
Redundancy : Local Message Di S ——
: Snap On
! Grid Settings .
P Zoomto Fit
. -
i e R

2. Configure Display Type and Size as shown.

For the Moxa custom faceplate, you need to configure three parameters: MOXA_Device Info;
MOXA_Port_Setting; MOXA_Port_Status.

X

Display Settings

Froperties ] Behaviar ]

~ Digplay Type- - 7 Size
" Replace " Use Current Size
T Overlay + Specify Size in Pizels
el e iy
& OnTop e Wicth: | 567 Height: [623
[ &llow Multiple Bunning Copies [ Resize
C?Ehe After Displaying - 1 I™ Allow Display to be Resized
+ Mo
 Ves “when Resized
i " Pan * Scale
¥ Tile Bar [ ans

& Use Current Position
" Specify Position in Pixes

Insert Wariable... b J ’ J
v System Menu ;
v Minimize Button Security Code: # -

[T tawimize Button

[ Size to Main ‘Window at Runtime g R |:|
v Show Last Acquired Yalue

tarimurn Tag Update Rate:

11 v] zecohds

0k, | Cancel Set az Default Help ]
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Sample FactoryTalk® View Faceplate Project

For easier FactoryTalk® View Faceplate installation, Moxa also provides a sample project, in which all the
parameters are configured with default values. The sample project is a (.APA) file, which is available for
download from the Moxa website or software CD. You may import the sample project in FactoryTalk® View
Faceplate Site Edition (SE).

Setting Up a FactoryTalk® View SE Client

1. Launch FactoryTalk® SE client.

]] FactoryTalk View Studio - Site Edition {Local)

File Edit Yiew Setkings Objects Arrange Animation Tools  Window  Help
FEE Dk o
v Bz (B &% =% [Launch 5E Client] L

nLAQBEEE |

Launch FactoryTalk Yiew SE Client

Select a configuration file and click OF to launch an FactamT alk
Yiew SE Client.

I =l
0K | Cancel Browsze... ‘ Mew... ]

2. Set up the new configuration file name and path.

FactoryTalk View SE Client Configuration, Name

Type the name of a new canfiguration file;

EDS-40534

Type or browse for the location to store thiz configuration;

C:hFactoryT alk. View m

Help About. Cancel < Back | MHeut » |
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3.

4.

Select the application type Local.

Factorylalk View SE Client Application Type

Select the type of SE application the client will connect to:

= Mebwork
i Local

Help About... Cancel < Back | Mewt = I

Enter the name of the application and select the language.

FactoryTalk View SE Client Application Name

Type the name of the application you want to connect to;

EDS_ 4054 Platform -

™ Open FactoryT alk View SE Client as view-only
[ Enable on-screen keyboard

[~ Allow display code debugaging

Select the initial runtime language:

|English [United States), enUS -l

Help About... Cancel ] < Back | Mewt I
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5. Configure the FactoryTalk® View SE Client Components and set Initial Display to
MOXA_Device_Info.

FactoryTalk View SE Client Components

Select components.,

~ Components

Initial display:

Dizplay paraneters: |

Initial client key file: | -]
Startup macra; J _vj
Shutdown rnacro; j L;

Help About. . ] Cancel < Back I Mewst > ]

6. Configure the FactoryTalk® View SE Window Properties and input Title bar text with the text you
would like to appear in the title bar.

FactoryTalk Wiew SE Client Window Properties

Specify the properties of the FactoryT alk Wiew SE Client windaw,

¥ Shaw litle bar
Title bar text: ]EDS#DSA Faceplated

W Show system menu and close button

v Show Minstax buttons

[ Maximize window
¥ Show Diagnostics List

W Allow undocking of Diagnostics List

™ Disable switch to other applications

Help About... Cancel < Back | Mewt » I
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7. Finish the setup and save the configuration

FactoryTalk View SE Client Completion Options

The FactomT alk Wiew SE Client iz now configured.

To save, click an option below, and then click Finish.

To dizcard, click Cancel.
{+ Save configuration and open FactarT alk Wiew SE Clent now

" Save configuration and exit

Help About... Cancel ] < Back | Finigh I
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Introduction to the Moxa Custom Faceplate

The Moxa custom Faceplate consists of three main displays: Device Information, Port Status, and Port
Setting. Click the tabs at the top of the screen to change between different displays.

Device Information

The device information display shows general switch information and power and link status.

|

|

P Address 1192168127 253
Metmask 125525572550
MAC Address D O0-90-E5-15-A0-TF
Serial Mo, 1 09604

Firmware Yer. W3

CFU Loading (%) : 0
Redundancy I MNone

Powernput 1:  On

cLink Up [ : Power On

- Link Dawin

B : Fower Dowin

The following table describes fields and values.

Field Values Description
IP Address 192.168.192.253 (factory default) Switch IP address
Netmask 255.255.255.0 Switch subnet mask
MAC Address 00:90:E8:xx:XX:XX MAC address of switch
Serial No. Max. 5 characters Switch serial number
Firmware Ver. V3.1 Software version of switch
CPU Loading (%) 0-100% CPU loading percentage
RSTP
Turbo Ring
Redundant Protocol Turbo Ring v2 Redundant protocol setting
Turbo Chain
MSTP
On
Power Input 1 Off Power supply 1 status
On
Power Input 2 off Power supply 2 status
Model name EDS-XXX Switch model name
Switch name Max. 30 characters User assigned switch name

Link Status

Green Link Up

Description

Grey Link Down

Current port link state
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Description

Amber Power On
P tat link stat
ower Status Grey Power OFf Current power link state

Port Status

The port status display shows information for a selected switch port. Use the right/left buttons to select a

switch port.
P MOXA_Port_Status - /EDS__ 40BA_Platformi/
MOXA' St
Managed Redundant Switch 09496
i Device
Port Status
= Port 2 h
Link Status : Link Up
Speed : 100/Half
Redundant Port Status : Forwarding
Tx Unicast (Packet/sec) : 119
Rx Unicast (Packet/sec) : 148
Tx Multicast (Packet/sec) : 0
Rx Multicast (Packet/sec) 0
Tx Broadcast (Packet/sec) 0
Rx Broadcast (Packet/sec) 0
Tx Packet Error -0
Rx Packet Error - 3084
Field Values _|Description
Port Index Port 3 Selected port number
Link status L!nk up Selected port link status
Link down
10/Half
10/Full
100/Half
Speed 100/Full Selected port speed and mode
1000/Half
Unknown
Disable
Not Redundant Port
Redundant Port Status Link F)own Selected port redundancy status
Blocking
Learning
Forwarding
Tx Unicast (Packet/sec) The Tx unicast packets per second
Rx Unicast (Packet/sec) The Rx unicast packets per second
Tx Multicast (Packet/sec) The Tx multicast packets per second
Rx Multicast (Packet/sec) The Rx multicast packets per second
Tx Broadcast (Packet/sec) The Tx broadcast packets per second
Rx Broadcast (Packet/sec) The Rx broadcast packets per second
Tx Packet Error The number of Tx packet error
Rx Packet Error The number of Rx packet error
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Port Setting

The Port Setting allows some switch port settings to be changed. Use the right/left buttons to select a
switch port and click the Activate button to save the change.

I MOXA_Port_Setting - JEDS__408A_Platformif

MOXAN
Managed Redundant Switch 09496

Port

® Device

Port Setting

‘ Port 2 ﬁ

Enable : Enable

Speed : Auto

Set Speed: Set Enable:
Auto Disable :
10/Half Enable * Activate
10/Full

100/Half '
100/Ful &

Field Description

Port Index Port 3 Selected port number
10/Half
10/Full

Speed 188;::3'{ Selected port speed and mode
1000/Half
Unknown

Enable Enable Selected port enable or
Disable disable
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3. PROFINETI/O

Introduction

This section is only supported by the EDS-400A-PN, EDS-510E, EDS-528E, and EDS-G500E Series.

PROFINET is a communication standard for automation of PROFIBUS & PROFINET International (PI). It is
100% Ethernet-compatible as defined in IEEE standards. With PROFINET, applications can be implemented
for production and process automation, safety applications, and the entire range of drive technology. With
its integrated Ethernet-based communication, PROFINET satisfies a wide range of requirements, from data-
intensive parameter assignment to extremely fast I/O data transmission.

PROFINET I/O is used for data exchange between I/0 controllers (PLC, etc.) and I/O devices (field devices).
This specification defines a protocol and an application interface for exchanging 1/O data, alarms, and
diagnostics. And its real-time (RT) solution allows response time in the range of 5 ms, which corresponds to
today’s PROFIBUS DP applications.

PROFINET Environmental Introductions

PROFINET Networking Structure

PROFINET I/0 follows the Provider/Consumer model for data exchange. PROFINET forms logical link
relationships between network character types. They are shown below.

IO Supervisor 10 Controller
PC Run Deployment Software/SCADA PLC

; =
=S

10 Device
Moxa Switch,

‘ ™
Sensor, Motor I
Enable PROFINET

=]

There are 3 major character types defined by PROFINET I/0, including I/O controller, I/O supervisor, and
I/0 devices. Switches are considered I/O devices.

I/0 Controller

This is typically the programmable logic controller (PLC) on which the automation program runs. The I/O
controller provides output data to the configured I/O-devices in its role as provider and is the consumer of
input data of I/O devices.

I/0 Supervisor

This can be a programming device, personal computer (PC), or human machine interface (HMI) device for
commissioning or diagnostic purposes.
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I/0 Device

An I/0 device is a distributed I/0 field device that is connected to one or more I/O controllers via PROFINET
I/0. The I/0 device is the provider of input data and the consumer of output data.

PROFINET I/0 Devices

The MOXA switch is a PROFINET I/0O device. A device model describes all field devices in terms of their
possible technical and functional features. It is specified by the DAP (Device Access Point) and the defined

modules for a particular device family. A DAP is the access point for communication with the Ethernet
interface and the processing program.

PROFINET Protocols

DCP

In PROFNET I/0O, each field device has a symbolic name that uniquely identifies the field device within a
PROFINET I/O system. This name is used for assigning the IP address and the MAC address. The DCP
protocol (Dynamic Configuration Protocol) integrated in every 1/0 device is used for this purpose.

DHCP

Because DHCP (Dynamic Host Configuration Protocol) is in widespread use internationally, PROFINET has
provided for optional address setting via DHCP or via manufacturer-specific mechanisms.

PROFINET Type LLDP

Automation systems can be configured flexibly in a line, star, or tree structure. To compare the specified
and actual topologies, to determine which field devices are connected to which switch port, and to identify
the respective port neighbor, LLDP according to IEEE 802.1AB was applied in PROFINET I/O.

PROFINET filed bus exchange existing addressing information with connected neighbour devices via each

switch port. The neighbor devices are thereby unambiguously identified and their physical location is
determined.

Device descriptions

GSD file

The GSD files (General Station Description) of the field devices to be configured are required for system
engineering. This XML-based GSD describes the properties and functions of the PROFINET I/O field devices.
It contains all data relevant for engineering as well as for data exchange with the device.

Find your field device GSD file in the CD or download the GSD file from the MOXA web site.
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Configuring PROFINET I/0 on Moxa Switches

Enable PROFINET I/O

Enable PROFINET in WEB UI

Type 1
PROFINET IO
@ Enable {(Enable LLDP automatically after activating)
O Disable

Select the Enable option and click Activate to enable PROFINET I/0. With PROFINET I/O enabled,
PROFINET type LLDP will be enabled automatically.

Select the Disable option and click Activate to disable PROFINET I/0, the switch will disable PROFINET
type LLDP and use standard LLDP.

PROFINET special model is enabled by default on the EDS-400A-PN series switches.
Type 2: New UI 2.0

Industrial Protocol

EtherNet/P

[C] Enable EtherMet/IP
Note: IGMP snooping will be automatically enabled when EtherMetIP is activated.

Modbus TCP
Enable Modbus TCP
PROFINET 'O

Enable PROFIMET /O

The default PROFINET I/0 setting of EDS E series is disabled. To enable the PROFINET I/O support, check
the Enable PROFINET I/0 and click Apply.

/  NOTE

Enabling PROFINET will prevent MXview (2.2 and earlier versions) from performing auto-detection of
network topology. Auto-detection of network topology is only supported by versions of MXview 2.3 and
later. To use auto-detection in earlier versions of MXview (2.2 and earlier), you should first disable
PROFINET I/O, perform MXview auto-detection of network topology, and then enable PROFINET I/O.
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CLI
The CLI (command line interface) can be used to enable or disable PROFINET for the switch.
Command List:

e profinetio to enable PROFINET I/0O.
e no profinetio to disable PROFINET I/0.

EDS-4ABA-55-5C-PN# con

EDS-4PBA-55-SC-PN(config)# profinetio

Addressing of I/0 Data in PROFINET I/0
Based on Slot and Sub-Slots

The concept of the MOXA PROFINET switch with GSD version 2 is shown in the table below. In this
structure, each switch port represents one sub-slot.

Slot 0
Sub Sub Sub Sub Sub
Siot 0 Slot Slot Slot Slot
0X8000 | 0X8001 | 0X8002 | 0X8003
DAP IO Data | Port1 Port 2 Port 3

Manufacturer Information

Each PROFINET device is addressed based on a MAC address. This address is unique worldwide. The
company code (bits 47 to 24) can be obtained from the IEEE Standards Department free of charge. This
part is called the OUI (organizationally unique identifier).

Table. MOXA OUI
5 a e 4 5 a e 0
0 0 0 2 2 9 X [ X | x| X | x [ X
Company Code (OUI) Consecutive Number

PROFINET Attributes

The PROFINET I/O connection can be configured for both cyclic I/O data and I/O parameters. I/O
parameters are acyclic I/0O data. These are major setup and monitor attributes in PROFINET.
e Cyclic I/0 Data

Cyclic I/0 data are always sent between the PLC and Switches at the specified periodic time. These data
are transmitted almost real time. For example, status information from the Switches, and variables to
be written to the Switch would typically be part of the cyclic data.

¢ I/0 Parameters
PROFINET I/O parameters are defined for device configuration and status monitoring. These data are
useful for infrequent data transfers, or for very large data transfers. Only transfer when needed.

¢ Alarm
Alarms are mainly PROFINET I/O transmitted high-priority events. Alarm data are exchanged between

an I/0 device and an I/O controller. Once an event triggers it, the switch will send the alarm to the PLC
immediately. Enable or disable these alarms by setting I/O parameters.
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PROFINET Cyclic I/0 Data

The MOXA PROFINET switch provides PROFINET I/O cyclic data and includes the following items:

/7  NOTE

The default transfer frequency of PROFINET Cyclic I/O data is 128 ms. There are 3 options available in
SIMATIC STEP 7: 128/256/512 ms.

PROFINET Cyclic I/0 Data Table

Category |Direction Byte |Bit Name Description
0 Device status 0 is failed status, 1 is OK.
1 Power 1 0 is unavailable, 1 is OK
2 Power 2 0 is unavailable, 1 is OK
Device Input 0 3 RSTP status 0 is disabled, 1 is enabled
4 Turbo Ring v1 0 is disabled, 1 is enabled
5 Turbo Ring v2 0 is disabled, 1 is enabled
6 Turbo Chain 0 is disabled, 1 is enabled
7 Turbo Ring v2 status 0 is broken, 1 is healthy
0 Port 1 Connection 0 is not connected, 1 is connected
1 Port 2 Connection 0 is not connected, 1 is connected
2 Port 3 Connection 0 is not connected, 1 is connected
3 Port 4 Connection 0 is not connected, 1 is connected
Port Input 1 - - -
4 Port 5 Connection 0 is not connected, 1 is connected
5 Port 6 Connection 0 is not connected, 1 is connected
6 Port 7 Connection 0 is not connected, 1 is connected
7 Port 8 Connection 0 is not connected, 1 is connected

You can monitor these attributes in SIMATIC STEP 7. Operation steps are in the Chapter “"Monitoring the
Switch”

Monitor Device I/O Cyclic Data in SIMATIC STEP 7.

sl Monitor/Modify - Device data - (R-FS1)

Online via assigned CPU services
Bath: |MOXA'\SIMJLTIC 0061 HCPIT 215-2 FI/DP
ddess | Syrobel Displar fonrat| $iatus vale Modifyvelie |
1[I o0 BOOL e
2|0 ol BOCL [ fese
I 02 BOOL s
]I 03 BOCL [ false
500 04 BOCL [t
6l 03 BOOL [ fibe
T o6 BOOL [ fbse =
L 07 BOCL v
< =
. Row Not Effective | Todate Force Symabol with F5
B conditiomally B mmmed sate Iy
W e &, Stams Valne -
w12 Modify Vale [ 1D Digplayy
@ RUNNING
Cloe _ B |
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Monitor Port I/O Cyclic Data in SIMATIC STEP 7.

i Monitorfdodify - Port data - (R-/52) X
Onlineg via assgned CPT services
Path: [MOTASTIATIC 300C0CET 315-3 PR/DE
Bddoess ‘ Fwmbal | D:sple.yfc\wn'-ai| HHatus ralux | Doty value E
1T 10 BOOL [ ke [
Z|l 11 BOOL [
T 12 EOOL e
a1 13 BOOL [
TI1d BOOL [ false
&1 13 BOOL [ fulse
T L& BOOL [ fulse —
B EOOL 3
< L
7 Eow Not Effective | Update Force Swnbol with F5
Eun cunﬂm:na_lly Rumn frmmedistely
G Status Valus | ~
w2 biod ify Talue | [ T Displayw
> RUNNING
Closs Help |

PROFINET I/0 Parameters

MOXA defines comprehensive PROFINET I/O parameters for more flexible settings and monitoring. There
attributes are readable or writable. PROFINET I/O parameters use PROFINET acyclic data to achieve
communication in the network. You can use the SIMATIC STEP 7 tool or engineering deployment software to
edit it. There are 3 categories of parameters, including Device Parameters, Device Status and Port
Parameters. The following tables provide parameter information:

e r/w: Read and Write
e ro: Read Only

Device parameters

These parameters control PROFINET Alarm functions. PROFINET Alarm is a message which sends from
switch to PLC immediately once the event is triggered.

Byte Name Access Value Description Default Value
0 Status Alarm rw 0 Do not send any alarms 0: No alarms
1 Send alarm if any status change
1 Power Alarm 1 rw 0 Do not send power failed alarms 0: No alarms
1 Send alarm if power supply 1 fails
2 Power Alarm 2 rw 0 Do not send power failed alarms 0: No alarms
1 Send alarm if power supply 2 fails

Device Status
Brie lNome e (Recese  alue  escription
Device Status Unavailable

OK

Device bootup fails
Unavailable

OK

Device detect fault
Unavailable

OK

Power 1 fails
Unavailable

1 Fault Status ro

2 Power 1 Status ro

O|NIFHIONHFHONKRO

3 Power 2 Status ro
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Byte Name Access Value Description
OK

Power 2 fails
Unavailable
Closed

Open
Unavailable
Closed

Open
Unavailable
RSTP

Turbo Ring V1
Turbo Ring V2
Turbo Chain
Unavailable
Healthy
Break
Unavailable
Link is up
Link is down
Unavailable
Link is up
Link is down
Unavailable
Backup
Primary
Dual homing
Unavailable
Link is up
Link is down
Unavailable
Link is up
Link is down
Unavailable
OK
Connection failure

4 DI 1 Status ro

5 DI 2 Status ro

6 Redundant Mode ro

7 Ring Status ro

8 Redundant Port 1 Status ro

9 Redundant Port 2 Status ro

10 Ring Coupling Mode ro

11 Coupling Port 1 Status ro

12 Coupling Port 2 Status ro

13 Connection ro

NH|IONRFRIOINIF O WNRFRIONKFONRFRONKFIOPRAWNFEHONRFRONFEONF

Port Parameters

0 Port Alarm rw 0 Do not send alarm
Send alarm when port link down

Unavailable

Off

On

Unavailable

Link is up

Link is down

Unavailable

10

100

1000

Unavailable

Half

Full

Unavailable

Off

On

Unavailable

Off

On

1 Port Admin State rw

2 Port Link State ro

3 Port Speed ro

4 Port duplex ro

5 Port Auto-negotiation ro

6 Port flow control ro

NIFIONRONKFOWNRONFKFONROR
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Byte Name Access Value Description

7 Port MDI/MDIX ro 0 Unavailable
1 MDI
2 MDIX

Step 7 Integration

Overview of Operation Procedure

The following steps show how to integrate the switch into a PROFINET network:

1. Enable PROFINET on the switch
Enable PROFIENT in switch web UI or by CLI commands
2. Create a PROFINET I/O subnet project in STEP 7
Create a PROFINET I/0 Ethernet project for deploying environment
3. GSD file installation
Import MOXA switch GSD into the project
4. Device configuration

Search and discover the switch in STEP 7. Configure PROFINET attributes such as IP address, device
name and I/O parameters.

5. Save and load the project into the PLC
Load this project and into the PLC

6. Monitoring the Switch
Use STEP 7 to monitor switch attributes

Create a PROFINET I/0 Subnet Project

In SIMATIC Manager menu bar, click File > New Project.

New Project E|

ser projects lLibra.ties ] Mulﬁpmjectsl

Marne | Storage path
% 1002 =P o gram FilesSiemens's e pTsTpropl 01

| >

| £

<

hid

-
Mame: Type:
|MO}{A |Prc-jec:t j

Storage location (path):
[C P ro gz Files i mens\Step T pro; Brows.. |

| __mp_|

Name your project in the Name field then click OK.
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Insert a station in your project

Right click in category column > Insert New Object > your PLC series (here we select SIMATIC 300
station).

g SIMATIC Manager - [MOXA — C:AProgram Files\Siemene\S tep7ie7 projiMoxa]

%Eﬂe Edit lmset PLC View Options Window Help

W= A B E

| @ || < Wo Filter = ;IVJI%.%\%EEDIN"\

Cut ChlE
Copy CihC
Faste Cel¥
Delete Del

SIMATIC 400 Station

SIMATIC H Mation
SIMATIC PC Station
Other Stetion

SIMATIC 85

PGEC

Rename F2
(Object Properties... Al#Retom

MPL

PROFIBUS
Industrial Ethernet
PTP

Foundation Fieldbus

A7 Program
M7 Program

Then you can see the new object in the project. Double click on the Hardware.

Q SIMATIC Manager - [MOXA —— CAProgram Files\Siemens\S tepdis7projiMoxa]

%Eile Edit Inset PLC View Options Window Help

D |20 ¢ 2w ealo Bt
ML
SIMATIC 300010

& |[NoFin - IV R E BED W
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Add Rack in HW Config

After double-clicking on HW, you will see the HW Config window.

H¥ Config - [SIMATIC 300(1) (Configuration}

) gton Edit Ledt PLC View Options Window Help BEES
D58 & sin g | [F ) %8 | w2

] oixf

Bnd il

| Profile:  [Shondard =

[ CFU 314 1AM ]

(] CPU 314C-2 DP
(1] CPU 314C-2 PN/DP
(] CPU 3L4C-2 P
w1 CPU3L5
(30 CPU 3152 DF
=3 CPU 3152 PN/DP
(1] CFU 315F-2 DF
=L CPU 315F-2 PN/DP
w (1] CFU 316
(1 CPU 316-2DF
w (10 CPU 3172
- CPU 317-2 FIR/DP
w (1] CFU 317R-2
(] CPU 317F-2 F/DP
@ (10 CFU 3182
= (] CPU 319-3 P/DP
] = | smwaTiC 3000) (L] CPU 319F-3 FN/DP
| w [ CPUBLY

(L0 CPU M7
+ [ R4-300
#-(0 Gatewsy
w1 (20 M-300
(L1 M7-EXTENSION
w (1 FS-300
-1 RAC

4

< |

|5

SInt ‘ Desigrnation

SIMATIC 400
SIMATIC BC Based Conteel 300400
w8, SIMATIC FC Station

BEST 380-1770-04 A0
Available in various lengths

FPressFl 1o get Help.

Drag a rack from the side bar to main dashboard. In here, we drag Rail, which is under the Rack-300
folder, to the main screen.

(2 EW Config - [SIMATIC 300(1} (Configuration;
Ol Sition Edit Lnedt PLC View Options Window Help E
S0 S s g |[{) 3 %5 (w2

B3

| Pl [Standand

Blx|

I nt|a
= |

|

=0 CPU 314 IRM
w (L CFU 314C-2 DP
=0 CPU 314C-2 PN/DP
w (L CFU 314C2 PP
@ (3 CPU 315
w (11 CFU 3152 DF
= (] CPU 315-2 F/DP
@ (] CFU 315F2 DF
w (] CPU 31572 F/DP
=0 CPU 316
w (] CPU 316-2 DF
=0 CPU 2172
@ (] CFU 317-2 FN/DP
=0 CPU 317F-2
@ (L CFU 317F-2 FN/DP
w0 CPU 318-2
@ (L CFU 319-2 FN/DP
| m TR 2 (2] CPU 319F-3 PN/DR
w (1 CPU6L4
s;]m Module Order munber Fimware | MPladdress | Iaddress | Quddmess | Comment = 0 CP M7
+-[ -300
(0 Gateway
(3 In-200
+ (20 M7-EXTENSION
=3 Ps-300
= (10 RACK-200
2= Rall
% (2 $M-200
# f STMATIC 400
w [ SIMATIC FC Based Control 300400
B SIMATIC BC Stotion.
GES7 300-17770-0AAD
luvailable i various lengths

o[ 0 2] ~a] @ ] | | 22
==
IE

<

< |

|»

[ =] 0| €3] 1| ] | A=) e 1)

=5

|2 =i

Insertion possible Che
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Search PRODINET Ethernet devices

Use Edit Ethernet Node to browse device information in PROFINET networks. Click PLC > Ethernet > Edit

Ethernet Node.

g8 View Options  Window Help

Download.... ChltL

Diovenload Maodule Identification. ..
Tpload Module Identification o PG ..

Faultr Modules...

Module Information... Cul+D
Operating Mode. .. Cel+L
Clear/Resst...

Set Time of Day.

Mondtondodify

Tpdate Fiomware ..

Save Device Name to Memorr Card...

Edit Ethemet Node

FROFIBIE

3

Save Bervice Data.

Verify Device Nane.
Assign Device Mame...

Then click Browse.

Edit Ethernet Node

— Ethemet node

Nodes accesible online

MAC sddress:

—aet [P configuration

+ Tz IP parameters

Crateway

IP address: |

% Do not nse ronter

Subnet mazk: |

s ronter

Address: I

" Obtadn IF address from a DHCP smrver
— Identified by

= ClientID  MAC addies

" Device name

Chent I[D: |

Lissign IF Confipuation |

— Lzson device name
Device name: | Assign Name |
—Reset to factonr sethings
Eesst |
Cloze Help |
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Click Start to search devices. Use STEP 7 through PROFINET DCP to discover devices in networks. Find
PLC/switch IP addresses, MAC addresses, and device names here.

Browse Network - 2 Nodes b_q

Iv Fazt smarch

<

Elash MAC address: [00-00-E8-25-FF-FC
QK Cancel Help

|

Add PLC CPU in HW Config

Select your PLC CPU and drag it to the rack slot 2. Please select by PLC you used. Here we will select 6ES7-
315-2EH14-0ABO V3.1.

-] CPU 314C-2 PP
#-[20 CPU 315
+-[_] CPU 315-2DF
-2 CPU 315-2 PN/DF
+ [ 6E87 315-2EGI0-04 B0
<[] 6EZ7 215-2EH13-04B0
=[] 6ES7 215-2EH14-04EB0
] 1
o I
+-[_] CPU 315F-2 0P
+1-[2] CPU 315F-2 PNDP
w0 CPU 316
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Then click Properties, the Ethernet interface dialog will pop out. Fill in your PLC IP address in “IP address”
column. Then click New in subnet to create a new Ethernet subnet. Here we will create a subnet named
“PROFINET Ethernet”.

[SIMATIC 300(1) (Configuration): 2 — HOXA]

ONj Sition Edit Lnert ELC Yiew Oplions Window Help

B @ = e DO %8 K

g
3

[Standard

acpusiac

{cru3aceDr

1 CPU3LIC2 PR

acruan

(1 CPU 3L41FM

-1 CPU 314C-2DP

{31 CPU 314C-2 PHDP

-1 CPU 3L4C-2 PP

Qacruas

- CPU 3152 TP

{1 CFU 3152 ENUDP

(2 SES7 315-2EG10-DABD

IP sddress: 152.168.127.33 (L 5ES7 315-2EH13-DABD

Subnet sk ';QHT Do notuss worter £ (3 6ES7 315-2BH14-04B0
B £ Use router -~ [g vaL

I~ Uss different method o obtain IP address e g vaz

-1 CPU 315F-2 DP

{1 CFU 315F-2 EN/DP

Qs

{1 cru 3162 DF

QO craine

-1 CPU 317-2 ENDP

(1 CPU317R2

-1 CPU 317F-2 PN/DP

{acruaise

-1 CPU 319-3 PN/DP T

{1 CFU 319F-3 EN/DP

Cacrs

£ CcrUM?

@ Rd-300

Properties - Ethernet interface PH-I0| (RO/S2.2)

General  Paramsters |

1f a subnetis selected,
‘the next available addressss are suggested

Subunet
—— npt nebworked — New

Propeties... =
L] u Delets b
w0 m
Sot| [} Moduke Crder number Firmware ﬂl Cameel Help |

=

1

] 3 ol [0
by
g
H
e

| [EEST 315-ZEHI4-0AED
54 KB work memory; 0 05:m:/1000 nstructions; PROFINET

connection; §7 Comminication (oodeble FBSFCs); PROFINET IO

-Controller’ supports RTAR T; PROFINET inteiface and 2 ports;

>

K3

[£3

Insertion possible [ [ [Che

PROFINET I/0O Ethernet subnet project accomplished.

[SIMATIC 300(1) (Configuration): 2 — HOXA]

O getion Edit [nst PLC Yiew Options Window Help NEE:

LT =

[E3

PROFINET Ethemet: PROFINET-IO-Systern (100)

Profile:  [Shudard =l
a

- cpusLaC

{a cruascaDr

-0 CPU 313C-2 PP

acrua

-0 CPU 3L4 1R

{0 CFU34C2 DF

(1 CPU 314C-2 PHDP

- CPU 3LC-2 PR

Qs

-1 CPU 3152 TP

{3 CFU 3152 ENVDP

-2 6ES7 315-2EG10-DAB0

(1 6ES7 315-2EH13-DABD

1 (0 BES7 315-2EH14-DABD

e
FREH

-1 CPU 315F-2 DP

{31 CPU 315P-2 BNVDP

-Ca cPu3le

{1 CPU 3162 DF

-0 CPU 3172

{3 CFU 3172 ENUDP

(1 CPU317R2

- CFU 31772 PN/DP

[ cruaie

-1 CPU 319-3 PN/DP q

{1 CFU 319F-3 EN/DP

-{Cacrueld

£ crum?

@ Rd-300

2 iﬂ CPU 315-2 PR/DP

E3

< i |

™

ﬂ:‘ PROFINET Ethernet: PROFINET-I0-3ystem (100)

Device Number | [§| [P addwes . | DeviseMame | Owfexnumber | Fimwars | Disgnostio sddiess Initsl st | Shared | Comment
I I I I I I I I

BEST 315-2EH14-04F0

84 KB work memory; 0 05ms'1000 instructions; PROFINET
connection; 37 Communication (osdabls FB<FCs); PROFINET IO
-Controller; supports RTIRT; PROFINET interface and 2 ports;

>

3

Tnsertion possible [ [ [Che
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GSD File Installation

5.

Open SIMATIC manager on your PC.

Open your project.

Open hardware configuration.

E SIMATIC Manager - [1108_408PFNtest - C:A\Frogram Filezs\Siemens\Step?is7poogil 108 _408]

= & 1108_408FFlitest
w [l SIMATIC 300(1)

Install the GSD file:

Put the GSD file and icon file on your PC at the same folder.
Select “Install GSD File” and install the GSD file just saved.

[T HW Config - [SIMATIC 300 Station (Configuration) - 0605_408]

Bl Sttion Edit Inset PLC Wiew [

e Widow  Help

PROFINET-10-Systern (100}

N8 B & By Customnize .. CtHAIE
1 Symbol Teble Ctl+AlT
2 CPU215-2 PN/DE it System E
A7 MPRDP
X2 B0 Edit Catalog Profile
L F Fort ! Update Catalog

1
— £x Install W Updats .
[ G
g Find in Service & Support..
7
&
9
10
11
<

>

| Profile:

v

[Standard

I+
252 PROFIBUS-PA

= 38 PROFINET IO
= (L] Additional Field Devices

# (] Gateway

1= 1 Network Components
# (] EtherDevice Switch
# (1 Ethernet Switch

= () MOXA EtherDevice Switch
+ (] ED§-4054-FN
# (] EDS-4084
+ (] EDS-4084-1M28-8C
+ (] EDS-4084-2M18-8T
+ (] EDS-4084-3M-8C
+ (] EDS-4084-MM-5C

You will find the new MOXA switch under PROFINET IO > Additional Field Devices > Network
Components > MOXA EtherDevice Switch.

+ ] MACH 100 Sweitch Family L2 Profes
# (] MACH 100GE Switch Family L2 Prc
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6. Use Drag & Drop to pull the MOXA switch onto the bus cable. And you can see the MOXA switch icon
displayed on the screen.

[ HW Config - [SIMATIC 300 Station (Configuralion) -- 0605 408] ks
Eﬂu Station  Edit Insert PLC  View Options Window Help = ||

D@ &S 2o b DD B

= T 2 + Bl
Pl e =
2 E CPU3152 PRIDF(L) | Bofle  [Sontan =]
péi MEIDFP
v i Ao %3 PROFIEUS DF ~
fed] Fort] 1 Ethernet(l): PROFINET-I0-Systern (100} B promRTs A
ol For? T 125 PROFINET IO
7 = =1 additional Field Devices
4 + (1 Gatewsy
5 =1-{Z1 Network Components
3 {21 EtherDevice Switch
7 (- Ethernet Switch
g [+]-{Z] MACH 100 Switch Family L2 Profes
] # (2] MACH 100GE Switch Faumly L2 Prc
10 = (£ MOX A EtherDevice Switch
11 # {2 EDS-4054-FH
{11 EDS-4084
[+ ([ EDS-4084-1M28-5C
[ {Z] EDS-4084-2M18-ST
; A [ {1 EDS-4084-3M-5C
53 | ¥ [ 2] EDS-4084-MM-5C
{0 EDS-4084-MM-8T
:I:l {1y dut408 {2 ED3-4084-FFN
[+ ([ EDS-4084-PN
Siot| [ M | Ovdermmber | Toddress | Qaddress | Dingnosti address b ) g EDS-4084-88-5C
0 | dudl 0007-000408- 01 20427 = [ EDS-5084
AR A e o (] ED&-S10E
£ £ e 2000~ (] EDS-5164 A
ol 2079 = [ EDS-G508E
= = Dmom
= {1 EDS-G516E
XA LF 2076 .63 Gemway
ol R 2075~ 0 AMI
el 208+ HO 10 =
L 4] A 2073~ = | 7
1 Devic o 0 = =
7 Fortd T E&QOE’}I}BUg-DPgaves Tor SIMATIC ST, M7, and C7 E¢
1tributed rac —

Presz Fl to get Help

» Product Icons
Ex. File Name: EDS-405A.bmp, EDS-408A.bmp, EDS-510E.bmp, EDS-G508E.bmp, EDS-G512E-

4GSFP.bmp, EDS-G516E-4GSFP.bmp

Device Configuration

1. Browse the switch
Select PLC > Ethernet > Edit Ethernet Node to open the Browse dialog.

E{d‘ HW Config - [SIMATIC 200{1) (Configuration) - 1108_A408FFNtest]

Ct+L

Diownload
Upload. ..

Ethemnet(1)

Ethernet

FROFIBITS

— =
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After the Edit Ethernet Node dialog box appears, click Browse.

Edit Ethemet Node ad

~Ethemnet node

MAC address

Nodes accessible online

i— Browse...

- Set IP configuration
 Tse P parameters

IF address:

Subnet mask;

Gateway

(5 Do not use router
[ O Uswmur

~Tdentifisd by

© Obtsin IP address from a DHCP server

@ C

nEmE

ClentID: |

~Agign device name

Device name:

~Reset to factory st

Help

Select your target switch and click OK.

Browse Network - 3 Nodes |

Start
Biop

¥ TFast ssarch

~

Elash MAC address: 00-90-E8-25-CD-7E

1 CLY
192168137255 00-90-E8-25-FF-.. EtherDevic dutd0g
192.168.127 33 00-1B-1B-16-E6...  87-300 oo

|

Cancel Help
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2. Assign IP address and Device name.
a. Give the switch an IP address and subnet mask
Click Assign IP configuration.
b. Give the switch a name
Click Assign Name.
c. Click Close to finish.

Edit Ethernet Node X
~ Ethermet node
Niodes accessible online
MAC address: 00-90-E8-25-FF-FC
2ot [F configuration
o Use [P paramsters
Gateway
1P address 157 165 137 253 R
Subnet mask 2552552550  Use mouter
" Obtain IP address from & DHCE server
Tdentified by
& Client € BA € Deyvi
Client ID: |
Agsign [P Configuration
~ Mssign device name
Device name: dut0d ALssign Name ]
Rest o factory siimgs
Resst
Close Help

/  NOTE

The field Device name does not allow any empty spaces in the name. If the device name is entered with
a space, the system will remove words after the space automatically.
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3.

Set IP address and device for your project

a. Double-click the switch icon to open switch property menu.

b. Set the Device name and IP address corresponding with those you have just assigned in STEP 7.

O Use IP parameters
Manual input of IP address and Subnet mask.
O Obtain IP address from a DHCP server

Select MAC address then click Assign IP configuration.

Edit Ethernet Node @

Efhemnet node
Nodes aceessible online

MAC address 00-90-EB-25-CC-FC Browse

et IP configuration
(" Use I parameters

Grateway

IP address P
Subnet mask £

& Obtain [P address from a DHCP server
Tdentified by
¢ Client ID =+ MAC address " Device name

ClsgtID: |

Agsign IP Configurstion
Assign device name

Device name r Assign Name

Reset to factory settings

Rest

Clos= Help

After the IP has been assigned by DHCP, click Browse again to check the assigned IP address.

c. Click Save and Compile then click download to Module.

Properties - eds408 Rl
Greneral ]
Short description: EDZ-408A-PFN
EDS-4084-PFN
Oder Mo/ firmware:  0007-000408-0000/ %31
Famnily: MOXA EtherDevice Switch
Device name:
GED file: GEDML-¥2 3-MOEA-EDS4084-PFN-201 21106 sanl
Chemge Felpaze Number...
Node in FROFINET 10 System —
Device rmber: 1 | [PROFINET-I0-Bystem (100}
I address: 192 168 127252 Ethernet...
[V Assign 1P adduess via 10 comtroller
Cormnment;
coxd | mp |
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4. Configuring device properties
a. Select the switch and double-click the first sub-module slot 0 to set device properties.

ﬂ:l {11 dut08A

slot| [{ Moduls | Order mumber

| Toddress | addiess

g | dort08A 0 7-0004 8-

x| A

XA i F

XA v E

x| i Fs

XAl

i uE

XA X Fs

XA i Fr

X xiFs

1 || Device data

2 [[§ Portdata

b. Select Parameters and change the device parameter settings.
c. Click Save and Compile, then click download to Module.

Properties - EDS-408A-PN (R-/S0) E

Genersl | Addreses  Paromsters |

<125 Device parameters
|-[Z] Statos change
[Z] Redundant power supply
] Devie stotus

| Malue

Mo alarms

No alarms

5. Configuring I/0 cycle

a. Select the switch and double-click the sub-module X1 to set the I/0O cycle.

Cancel Help

b. Select IO Cycle and change the I/0O cycle settings. Click Save and Compile, then click download

to Module.
Progerties - PN-I0 (PN-10} %)
Generel | Addresses 10 Cyele |
Update Time
Mode Fored updale fime -
o Send elbck [vas]
Update tims [ms] - [ = x [foo
Waishdog Time
Humber of accepted npdate cycles with missing [0 dat: 3 b
Wraiohdog tims [ms]. L
owe | e
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6. Configuring port property

a. Select the switch and double-click the sub-module X1 PN to set port property.
Select Parameters.
Change the port parameters settings.

a o o

Click Save and Compile then click download to Module.

Properties - X1 - X1 P1 (X1 P1) x|

General | Addresses | Topology | Options  Parameters ]
Malus
"~ L423 Porl pammeter
2] Alsms On
[Z] Adumin state ctive
Canwel Help

7. Configuring connection options
a. Select the switch and double-click the sub-module X1 PN to set port options.

b. Select Options.
c. Change the port option settings.
d. Click Save and Compile, then click download to Module.
Properties - X1 - X1 P1 (X1 P1} fz|
General | Addresses | Topology OPtions | Parmeters |
- Connection —
Transmission medium  duplex: [ Atomatic ssttings =]
I~ Dissble sutone gotiation TF 100 Mbps full duplex
TE 10 bibps half duplex
TP 10 bMbps full duplex
- Boundaries TE 100 Mbps half duplex
e
[ME
s
Cancel Help

Industrial Protocols User Guide



Save and Load the Project into the PLC

Click the icon (in red box) to download project configuration to the PLC.

After the project is configured, SIMATIC STEP 7 will load all information required for data exchange to the
I/O Controller (PLC), including the IP addresses of the connected I/O devices.

ig - [SIMATIC 300 Station (Configuration) -- 0605_408]

ﬂ§hﬁnn Edit Insert PLC View Options Window Help

DE28 8 &8 e [HEda @Dz %8N

~
2 CPU315-2 PN/DP(1)
AL MEDP
@ PH-IO ’ -
2P Fortl Ethernet(l): PROFINET-IO-Systern (100)
2 Port2 T
2 UL @ dudts-| [ ) duioe-| [ @) dusdte-
: :
; i i ; i
7
8
9
10
11
N
< >

Monitoring the Switch

Monitor PROFINET I/0 Cyclic Data

MOXA switches provide PROFINET I/O cyclic data for real-time monitoring. In side bar you can see Device
data and Port data.

+ %2 PROFIBUS DF
552 PROFIRTIS-PA
- B PROFINET IO
-] Additions] Field Devizes
=-C3 Wetwark Components
+1-[_] EtherDevice Switch
--[] MOX4 EtherDewice Switch
-1 EDE-4084-FN
SR EN
--mg 3.1
Device data
3

Port data

Use Drag & Drop to pull the Device data onto slot 1. Right-click on slot 1, then select Monitor/Modify.

-
E]
10 . Delete Del
i G0 To v

:I :l {1y dudos

ot Module | Onder number Teddress | Qoddress | Dingnostic oddress: gy B Sk
7 |@ daw0S___|0007-000905-0000 2002% | GbrectPropertes:; il
o T Z0dr oz Pt e |
P XIF 090~ -
e [ B ”
qar [f AR 2055 b ) 1
AR % 2037 Product Support Information Cl+F2 L
N 76 Fals CHlF? =
P 7055
| i P  Find Maawl CHles r
1 FE Z07 3 5
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Use Monitor to check the input data value. In this dialog, you can see the status value of each address.
Please refer to the PROFINET Cyclic I/0 data table in Chapter 5.1 to see the meaning of each bit. For
example, address 0.1 is Bit 1 in the PROFINET Cyclic I/0 data table. It represents Power 1 status of the
switch. 1 means Power 1 exists and Green will be displayed in the Modify/monitor window.

/  NOTE

Refer to the PROFINET Cyclic I/0 data table in chapter 5.1 for the meanings of each address.

‘Monitor/Modify - Device data - (R-#51)

Online wia assgned CPU services
Path: |1108_4DBPFNhesl\SIMATIC 200{1MFU 315-2 PN/DE
| Lddeess | Hymnbal Thisplay fnm'uat| Btatus value | Wdify value o
T[T 00 EOOL [ e |
E BOOL [ o
[l oa EOOL o fbe
4 03 BOOL [ ke
1 o4 BOOL [ fase
611 05 BOOL  pjtoe
7l os BOOL i fe
BN BOOL | 3
< &
P Eow Not Effective I Update Force Swmbol with F5
- Bun cond itionally Foun immediately

Gl Btatug Value [T Enable Peripher

w2 Modify Value [ I Displayr

4 AUNNING
Close | Help |

To monitor Port data, follow the same steps, drag Port data in the side bar and drop it onto slot 2.

MOXA PROFINET I/0 cyclic data in the slot 1 and 2.

ﬂﬂ (1) EDS-4084-PN

Elot odule Order number
g EDS408A-P |0007-000408-04
&[] &y

rol IF I

ol I e

ok IF I

ol IF el

AT AT F

AT A oA

ok IF I

A &R

1 Device data

4 Fortdata
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Then right click. Select Monitor/Modify. You will see a monitoring window.

i Monitor/Modify - Port data - (R-#52) 3
Quling wia assigned CPU sarvices
Both  [MOTASMATIC H00015CPT 3153 PHDE
Addess ‘ Symbol ‘ Dnsp]x.yfum-at| Hatus value ‘ Modify value Z
til 10 BOOL ) folse
2|0 1l BOOL e
312 BOOL =
S 13 BOOL g fe
14 EOOL [ false
e 15 BOOL [ false
T L& BOOL [ fabe =
Bl LT EOOL 3
<

#<  Row Not Effective Update Foree Zymbol with F5

Run conditinnally R dimmed dately

Iv o &} Status Valus O

L Jriolby w2 bodify Value [ 140 Disphay

€y Drizger.. & RUNNING
Clos= Help

Module Information

MOXA switch supports SIMATIC STEP 7 Ethernet traffic information monitoring and PROFINET alarms. These
attributes can be monitored in module information dialog. Following are the steps of operation.

Select MOXA switch icon on the screen.

Ethernet(1): PROFINET-IO-System (100)

Then, click menu bar PLC > Module Information

ﬁ-’% HW Config - [SIMATIC 200(1) (Configuration) - MOXA swiich]

Bl Sation Edit

Dot [fle] Ve Optons Window el

|} Download. . Ci+L
g‘l’o ]
. Upload...

Ethernet v

et Bl B = ) Rt | R ) R | B S UV

| PROFIBETTS 4

The module information dialog will then pop up.

Industrial Protocols User Guide 82



Port Statistics Output

Select Statics tags. Find out each port traffic information list below.

ule EDS-4

Path:  |MOXA_switch40BAPN'SIMATIC 300(10WC  Operating mode of the CPU: @ STOP
Status: 834 Error
General | IO Device Diagnostics | Communication Diagnostics I Interface I
Network Connection Statistics i Tdentification
Port Statistical value Cument A
Port I (X1 FI) Dropped recerved packets - no resounces 1]
Port1 (X1 P1) Bad recetved packets 1]
Port1 (X1 P1) Received octets 15718
Port1 (X1 P1) Dropped sent packets - no resouces
Portl (X1 P1) Bad sent packets - transmit collisions 1]
Port1 (X1 P1) Sent octets 2432725
Port2 (X1 P2) Dropped received packets - no resources 1]
Port2 (X1 P2) Bad received packets 0
Port2 (X1 P2) Received octets 0
Port2 (X1 P2) Dropped sent packets - no resommes 1]
Port2 (X1 F2) Bad sent packets - transmit collisions 1}
Port2 (X1 P2) Sent octets 1]
Port3 (X1 P3) Dropped received packets - no resources 0
Port3 (X1 P3) Bad recetved packets 0
Port3 (X1 P3) Received octets 1307731
Port 3 (X1 P3) Dropped sent packets - no resources 1] e
Dort 2 71 DY Thad aant nanbats - banomit anllisinms n
Clow |  Updae |  print. Help

Statistics tab lists each port traffic status and the number of packets. Click Update to refresh the data.

I/0 Device Diagnostics

Moxa PROFINET switches support PROFINET alarms. These alarm messages will be sent by the switch
immediately when an event is triggered. These alarms can be enabled/disabled using PROFINET I/O

parameters (see chapter PROFINET I/0 Parameters ).

Select I0 Device Diagnostics tab to view alarms received by the PLC.

Module Information - EDS-408A-FN

Path: JMOXR_Wib:MDSAPN'\SIMATIC 300{1%C  Operating mode of the CPU: () STOF
Status: #Te Error
Wetwork Connection ] Statiztics ] Tdentification
(teneral I0 Device Disgnostics ] Commundcation Diagnostics ] Intexface ]
10 controller: pi-in
Manvfactorer's description 553 Dievice [T 1og 0007
) . Hex Format... ]
Standarnd diagnostics:
Channel-specific diagnostics:
#lat | Channel .. | Emor
0l - Pover supply 1 erpor (10# 0000, 16# 000000003
0X1ES - Link down (16# 0000, 16# 000000000
Help on selected diagnostic mouw:
Close Opdate Print... Help

The Channel-specific diagnostics field is displaying link-down alarm information. Click Update to refresh

the data.
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Communication Diagnosis

Select a sub-module and use “PLC: Module Information” to see the diagnostic data.

Module Information - X1 P3

Bath:  |1108_40BFFMtestSIMA TIC 300(11CFT 31

Operating mode of the CP: @ RUN

Status: OK
General | 10 Device Disgnostics | Communication Disgnostics | 1| Statistics |
Phorsical Properties:
Hame Port status | Settings | Mode
Pot 3 (1 P3) @ oK Antoimeic sttings TP 100 Mbps full du...
Detadls of Port: Port 2 GI1 P3)

Interface MAC address: 00-90-E8-25-FF-FC
Mediom: Copper
Meighbor: pr-io Port 1

Intexface MAC address: 00-1B-1B-16-E5-E2

Close Update Brint...

Help

Topology Editor

MOXA devices support SIMATIC STEP 7 Topology editor. Click Topology Editor. View each port’s connection

status in table view tag.

"': Topology Editor

Table wiew ]Gmphlc wiew | Offling/onling comperison |

Interconnection table

=

- Selection range

[V Ehow station namet

Eilter: [Show all ports =1

Filter ]Show all ports :_J

Port Partner port

[=)- dut408

H1 P11 P

X1 P2 (X1 P2)

X1 P3 (X1 P3) SIMATIC 300(1) \PRHIOICPU 31

H1 P4 (X1 P4)

H1 PS5 (1 PE)

H1 PE (1 PE)

X1 PT (X1 PT)

X1 PE (X1 P8)

== SIMATIC 300(1)

1=~ PN-IC(CPLI 315-2 PMIDP)

B Port1 (X2P1R)  cut408 1 X1 P3 (¥4 P3)
B Port 2(X2P2R)

| Cablelen | Signal del | Comment 1+ dub408

[ SIMATIC 300(1)

0.00

Pazsive Components —
0.00

[#]- SCALANCE %100
[#]- SCALANCE W

[#)- medium converker
[+)- PC Modules

- Standard 1E

¥~ SIMATIC HML

& | A
Gt | Updat Faon Gotone
ot | 0|
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In the Offline/Online Comparison tab, you can compare device partner ports. Click Start to discover

connection relationships.

"': Topology Editor

Table view | Graphic view Offlineinline comparison 1

3

Configured topology {offline) Detected fopology (online)
Filter: [Show all devices Ed | Start 3 devices found
Dhisct name Partnet port Cable data Ohject name Partner port | Cakble data A
& - dutd08
F1P1(x1P1) Poart 1
P2 (K1 P2 Port 2
®1P3 (X1 P3) Port 3 pn-io WPort 1 -(-)
K1 P4(x1 P4 Port 4 chrisch-test \Port 1 -(-)
®1 PS (X1 PS) Port 5 dut2408 L Port 5 i)
X1 PE (X1 PE) Port & dut2405 \Port & -(-)
H1P7 (1 PT) Part 7
¥1PB(x1PE) Port &
[=]- PNHIO{CPL 315-2 PRIDP) [El-pn-io
Port 1 (X2 P4 R) Port 1 dutd0E 4 Port 3 Spe)
Port 2 (X2 P2 R) Port 2
Port1
Fort2
Port 3 -
Port 4
Ports 03 1Port 5 0
Fort6 1408 1 For 6 ) v
< | >
< » Assign Lpply ] Export I Optinns ]

Caneel Help

You can also draw the connection of each port manually in Graphic view tab.

"H: Topology Editor

Table visw Graphic view | Offline/anline compaison |

SIMATIC 300 Station

PN-IO(CPU315-2
PR/DP(1))
[ |

cdut408

[Move picture mode deactivated

- Pazzive Components

[+]- SCALANCE X100
[+]- SCALANCE WY
[+~ medium converter
- PC Mocles

[+~ Standard [E

[+]- SIMATIC HiI

Cancel Help
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